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Legal Disclaimer

"This is beta software from IBM and does not represent a
commitment, promise or legal obligation by IBM to deliver, in a
future release of Notes/Domino or Lotus Notes Traveler, any
material, code or functionality described/shown in this
presentation.’

The presentation is based on 8.5.3 Code Drop 5

Many thanks to Jeff Mitchell & Maria Corbett!
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Introduction

Business need:
e A user should be able to use different computers with Lotus Notes installed,

but with (nearly) identical Notes workspace/client environment.

 BlackBerry user want their ID and contacts

Possible solutions:

e Roaming (Notes/Domino, OS-based)
 File server based Notes data directory

e Citrix XenApp/Terminal Services servers
e Virtual Desktop Infrastructure

 Exclusive Laptop usage

This session is about the means IBM Lotus Notes/Domino 8.5.x is offering!



Introduction

Roaming in IBM Lotus Notes/Domino
e Introduced in Notes/Domino 6.0.1
e 7.0: the user.id could be roamed in the PAB
e 8.0: Notes Basic client Roaming only
e 8.0.1: Standard client Roaming, but no roaming of RCP settings
e 85
e File Server based Roaming for 32-Bit Windows clients
¢ Roaming of RCP settings
e 8.5.1
e File Server based Roaming for Mac OS and Linux
e Roaming support for Citrix XenApp
e Workspace-Roaming
e 8.5.2: Enable/Disable Roaming on the fly
e 8.5.3: DetachlD utility and JavaAgentForDetachid Agent



Domino based vs. Files server based roaming

Domino based Roaming:

Available in all versions since 6.0.1

Roaming client databases are located on Domino servers
Both, Basic and Standard clients are supported

Managed by using Lotus Domino Administrator tools

Heavily depends on AdminP and replication



Domino based vs. Files server based roaming

File server based Roaming

e |ntroduced in Notes/Domino 8.5 (for windows only)

e Starting with 8.5.1, Mac & Linux clients are supported

e Roaming client databases (encrypted) are located on a file servers

e Standard client only

e Managed by Roaming settings document

 Primary use case: locations without a local Domino server, but local file

servers



Supported configurations

Supported

Single & Multi User clients (Standard client starting with 8.5.1)

Citrix XenApp is supported (Standard client starting with 8.5.1)

ID Vault is supported

Notes Single Logon is supported as long as the user id does not roam
and is available locally when Notes is started (for all 8.5.x releases)

Switching IDs is supported starting with 8.5.1, but not recommended



Supported configurations — Restrictions

But:

e Notes Shared Login is not supported

 Not all RCP-settings are roaming

 Not all notes.ini settings are roaming

 Widgets/Plugins/Dictionaries are not roaming (but are provisioned)

e Designer and Admin client specific settings are not roaming
 Enabling/Disabling Roaming on the fly is not supported for file server based

roaming



Roaming activation for new vs. existing users

New Users:

Technically, only available for Domino based roaming

Roaming can be applied when a new user is created (Registration

dialogs, Registration policy)

Roaming databases are created on the Domino server(s) first
Roaming databases will be replicated to the client during client setup
Managed using Lotus Domino Administrator tools

LotusScript/Java class (NotesRegistration/Registration) available



Roaming activation for new vs. existing users

Existing users

e Roaming can be applied to existing users

e Roaming databases are created/replicated from the Notes client to the
server

e No LotusScript/Java class support

A Roaming policy is always applied to a user during/after Notes client setup, so
technically, it is always applied to existing users!



Prerequisites

Access rights
e Administrators:
e Domino Directory (names.nsf)

 Author + [UserModifier] or Author + Listed in Administrator field of
Person document or Editor access

e Administration requests (admin4.nsf)
e No access to admin4.nsf is needed if Administrator client is used!

 Editor access to admin4.nsf is needed if AdminP requests are
created programmatically

e Roaming server(s)
e Database administrator on primary Roaming server,
 atleast Create new replicas on Roaming Replica servers



Prerequisites

Access rights
e Users:
e Domino Directory (names.nsf)
* Reader access to Domino Directory
e Administration requests (admin4.nsf)
* No access to admin4.nsf is needed
e Roaming server(s)
e Access server granted
e Roaming Databases (on Roaming server(s))
e Roaming servers need access (by default LocalDomainServers)
e Manager access and no consistent ACL and no encryption
 Unique replica ID for every single database

e Roaming Servers:
* Create new replicas on Roaming servers
e Databases should be latest ODS (ODS51)



Prerequisites

Person documents
e Fullname
Shortname
Mail server
Mail file
Certificate (must match current ID public key)

must be populated appropriately and with proper syntax to avoid problems

with AdminP and Policies!

Location Documents

e Home/mail server
must be populated appropriately and with proper syntax to avoid
problems with AdminP and Policies!

e Location type must be network connected (Local Area Network)



Prerequisites

Roaming Servers
 Additional diskspace required on servers
« ~30 MB (without Desktop roaming)

« 50— 150 MB (you may have a 100 MB bookmark.nsf when the desktop is

migrated into bookmark.nsf)

Networking
 Roaming servers must be available via

 DNS

Port 1352 (Domino based Roaming)

CIFS (Files server based roaming)

Increased replication traffic



Roaming activation for new users

Register Person -- New Entry ?
2, Basics Provide name, password and other basic information for the new person. To viewfedit additional
reqgistration settings. check the 'Advanced' checkbox below.
=y Mail
Registration Server.. | DENGHO1/SRV/HENSELER

& Address

First name: Middle name: Last name: Short name:
) ID Info Peter I ICIemmnns PClemmons
4 Groups Password: Mail system: Explicit policy:
2 Roaming ILntus Motes == I{Nn explicit policy assigned)
& Other Fassword Options... Mo organization policy assigned to this person

[+ Create a Notes ID for this person

Folicy Synopsis...




Roaming activation for new users

&, Basics

2 Mail

& Address

ID Info

i+4 Groups

@ Roaming

&y Other

? | %
[v Create a Notes ID for this person [ Use CAprocess
Certfier ID Information |
Certificate expiration date:
Cerifier ID... | fJUSR/HENSELER |21 052013 17:26:47
Public key specification: License type:
Compatible with 6.0 and later (1024 Bits) = IInternaﬁnnaI =

Location for storing user ID

[ Infile: Set |D File...

[ In mail file
[ Inpersonal address book

|_ In MNotes 1D wault

D\Motes\Datalids\people\pclemmon.id

Don't do that anymore, use ID Vault
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Roaming activation for new users

Register Person -- New Entry

2! Basics Supply roaming user settings for the selected people or person. Three roaming user files (personal
address. bookmark and journal) will be created on the personal roaming folder shown below. The folder
) Mail name must be unique on that server.
£ Address ‘@ Putroaming user files on mail server
(- Roaming Server... DENMADOT/SEV/HENSELER
) ID Info |
Personal roaming folder: Sub-folder format:
&4 Groups |rnamingHF‘eterCIemmnns |Fir5tName | astMName hd

D ?Hnamingf | Create roaming files in background

...........................

&) Other Roaming Replicas...

Clean-up option:

Do not clean-up -




Roaming activation for new users

A Registration settings document can be used to pre-configure
Roaming settings for new users:

Registration cettings Registration Settings

Basics l Mail l IDICerhﬁeﬂ Miscellaneous l Comments l Administration e I Mail \ IDFCer‘liﬁerl S ———— I e T ]

Mame: rJ E j

Description: o v In Domino Directory I~ Don't set value

[ In File [ Don't set value

E J ™ In Personal Address Book [~ Don't set value

¥ Roaming User (before Notes 8.5) ™ Don't set value " Don't set value
v Use mail server for roaming server [ Don't set valus

Choose a sub-folder format:

Fl LastName
Fl Ml LastMamie
LastName FirstName

Don't set value

I
-

.

LastName FirstName M

Create roaming replicas on:
[ All roaming server Cluster mates

DENGHO1/SRVY/HENSELER
DENMADT/SRV/HENSELER
DENMAD2/SRV/HENSELER
UKNMAOT/SRV/IHENSELER ™ Don't set value
UKNMAOZ2/SRV/HENSELER

[ Don't set value

& Create roaming files now :
. . [ Don't set value
= Create roaming files in background

[~ Create roaming replicas in background [ Don't set value

Do not clean-up ﬂ [ Don't set value



Roaming activation for new users

f background creation was selected, an AdminP request will be created on the
Registration server that must be processed by the Roaming server:

* Peter Clemmons/USR/HENSELER
05/21 05:39 PM A

The Roaming databases will be created on the Roaming server.
as long as the templates (language!) do exist on the Roaming server:

Create Roaming User's Roaming Files Administrator/fHENSELER

[ ClorspommodatayommngtPClommens *Bookmark.ntf
x | [Hame = I *Feedcontent.ntf
+ |2) MetworkService o bookmark.nsf 8.192 KB M3F File ° NOte bOO k8 . ntf
=) Lokus 5| localfeedoontent, nsk S12ZKE MSF File . P f
3 [ Domina =] names.nsf 6.144 KB MSF File ernames.nt
) _uninst notebaok, nsk 1,365 KB MSF File *Roami ngd ata.ntf
B 5 Eata rnamingdata.nsf 512 KE MNSF File

'he replicas on the Roaming replica server are created subsequently:

¥ Peter Clemmons/USR/HENSELER

05/21 05:39 PM
05/21 05:39 PM
05/21 05:39 PM
05/21 05:39 PM
05/21 05:39 PM
05/21 05:39 PM
05/21 05:39 PM
05/21 05:39 PM
05/21 05:39 PM
05/21 05:39 PM
05/21 05:39 PM
05/21 05:39 PM
05/21 05:39 PM
05/21 05:39 PM
05/21 05:39 PM

b Create Roaming User's Roaming Files

b Check Access for New Replica Creation
b Create Roaming User's Roaming Files

b Accelerated Create Replica

b Check Access for New Replica Creation
b Create Roaming User's Roaming Files

b Accelerated Create Replica

b Check Access for New Replica Creation
b Create Roaming User's Roaming Files
b Accelerated Create Replica

b Check Access for New Replica Creation
b Create Roaming User's Roaming Files
b Accelerated Create Replica

b Check Access for New Replica Creation

b Accelerated Create Replica

AdministratorfHENSELER
Administrator/HENSELER
AdministratorfHENSELER
AdministratorfHENSELER
Administrator/HENSELER
Administrator/HENSELER
AdministratorfHENSELER
Administrator/HENSELER
Administrator/HENSELER
AdministratorfHENSELER
Administrator/fHENSELER
Administrator/HENSELER
AdministratorfHENSELER
AdministratorfHENSELER
Administrator/HENSELER



Roaming activation for Domino based Roaming

Lotus Domino Administrator is used to assign Domino based roaming
to existing users:

1/ HENSELER Domain - DENGHO1/SRV/HENSELER - IBM Domino Mministramﬁg Eﬂﬁ

Eile Edit View Create Actions Administration People Help

eF¢42%E +-2= 2O | |
QO &

W )

’;L HEMSELER Domain - DEMNGHO1...

People & Groups l Files ] Server... l Messaging... l Replication l Configuration ]
‘ J Server: DENGHO1/SRVHENSELER Tools
B Release 85 2FP2 on Windows/2003 5.2 Intel Pen hd
ol [+ (& Domino Directories Add Person Edit Person Delete Persor T People
i3~ W HENSELER's Directon D 2 i ﬁl =
» ¢ People Name ~ Telephy Register.
&) » &2 Groups Administrator Move to Another Server. . Assign Roaming Profiles ?
» £ Mail-n Databases = Doe , John Rename.
v i Policies Henseler . Christian L2220 ¢3  Usethistoolto modify the roaming user options oK
» 4] Dynamic Policie Smith , John Recertify... [‘1 'IJ for people in the selected Domino Directory.
] by Person/Gr Set Internet Address. — Cancel
_2] by Category i rmet Address._.
=l Settings ﬁfﬁ Selected: HENSELER's Directory (names.nsf) on DEMGHO1/SREV/HENSELER
Ll Cerfificates 3 For: 1 selected users to upgrade
& AltLanguage Info C E:“ FlD Ty
#8 Denv Access Grout reale Replica(s)... Where should the users roaming files be stored?

(@ Store onuser's mail server

* DO nOt use Store user ID file in personal - Roaming Server... DEMMADT/SRV/HENSELER
addreSS bOOk, if ID VaUIt iS available [ Store user D file in personal address book

Users personal roaming folder:

* | prefer Skip person — —_
° User Should be prompted IS dangerous In Sub-folder format 'ShortName ~|

Example: JAroamingljsmithTh...

my pOInt Of VIeW Iffolder exists: (" Skip person (@ Generate folder name:

* I've never used Client clean-up option e
* If Perform updates in background is actived, . . ... .~
DBs are created using AdmiIinP and server  [ooceane =
based templates Wi e




Why does your replication schedule matter

Assume a Replication schedule of 30 Minutes for admin4.nsf and names.nsf:
Domino based Roaming activation for an existing user

Proxy Action Placed on Processed by Must be Time
replicated to

Update Roaming User State in  Admin Server Admin Server Home/Mail-Server 30 Min

Person Record

Create Roaming User's Admin Server (Direct Roaming Server Roaming Server 30 Min

Replica Stubs deposit)

Update Roaming User State in Roaming Server Admin Server Admin Server 30 Min

Person Record

Monitor Roaming User's Roaming Server (Direct Roaming Server - -

Replica Stubs deposit)

Check Access for New Replica Roaming Server Roaming Server - -

Creation

Accelerated Create Replica Roaming Server Roaming Server - -

Update Roaming User State in Roaming Server Admin Server Admin Server & 2* 30

Person Record Home/Mail-Server  Min

Total: 150 Min



Roaming activation for File Server Roaming

A Roaming Settings document is used to assign Files server based roaming to
existing users:

Roaming Settings : UKLON-Roaming

........................ .

?Basicsél Comments l Administration l

.........................

Name: UKLON-Roaming
Description: File server roaming for site London
Server name: W192.168.179.141"\FSRoams [~ Don't set value ™ Inherit ™~ Enforce
Base folder: roaming' [ Don't set value [ Inherit — Enforce
Sub-folder format: Shortname [~ Don't set value ™ Inherit [ Enforce
Example: _\roaming\tamado...
Files that roam: bookmark nsf, roamingdata. nsf, notebook nsf, [ Don't set value " Inherit [ Enforce
names.nsf, localfeedcontent.nsf
Show roaming setup Yes [~ Don't set value ™ Inherit — Enforce
dialogs:
Modifiable text for the first Your Lotus Notes administrator has made you a [ Don't set value [ Inherit [ Enforce
dialog: "roaming user" so that you can get all of your Notes
data on different computers.
You can continue to do your work and monitor the
progress on the Replication tab.
Text for the "Roaming The roaming user setup process is complete onthis [~ Don't set value [ Inhent [ Enforce
complete” dialog: computer. Your Lotus Notes data will be the same on
any computer.
Data removal on local Do not remove data [~ Don't set value ™ Inherit [ Enforce
drives: -
Allow user to temporarily No [~ Don't set value ™ Inhert — Enforce

disable roaming:



Programming for Roaming users

There are some Lotuscript/Java methods to manage Roaming users

programmatically, but functionality is pretty limited or for new users only.

LotusScript NotesRegistration class
* |IsRoamingUser
 RoamingServer

* RoamingSubDir
 RoamingCleanupSettings
 RoamingCleanupPeriod

« StorelDinAddressBook

LotusScript NotesAdministrationProcess class
 MoveRoamingUser



Programming for Roaming users

To enable Roaming user for existing users, you can create an appropriate

AdminP request document in the admin4.nsf

Feld Tvp Inhalt Feld-Flags
$OnBehalfOf Text Kanonischer Name des ausfithrenden Administrators  [SIGN, SUMMARY . READ/WRITE-ACCESS
Fullname Text Kanonischer Name des ausfithrenden Administrators  [SIGN, SUMMARY, READ/WRITE-ACCESS
ProxyOriginatingAuthor Text Kanonischer Name des ausfuhrenden Administrators  |SIGN, SUMMARY, READ/WRITE-ACCESS
ProxyAuthor Text Kanonischer Name des ausfilhrenden Administrators  |SIGN, SUMMARY . PROTECTED
Form Text AdminRequest SUMMARY, PROTECTED
Type Text AdminRequest SUMMARY, PROTECTED
ProxyProcess Text Adminp SIGN, SUMMARY, PROTECTED
ProxyAction Text 133 SIGN, SUMMARY, PROTECTED
ProxyRoamingCleanup Text 0 SIGN, SUMMARY, PROTECTED
ProxyRoamingClientPrompt Text 1 SIGN, SUMMARY, PROTECTED
ProxyRoamingldInNab Text 0 SIGN, SUMMARY, PROTECTED
ProxyRoamingMode Text 0 SIGN, SUMMARY, PROTECTED
ProxvRoamingSetting Text 0 SIGN, SUMMARY, PROTECTED
ProxyRoamingStateChange Text 2 SIGN, SUMMARY. PROTECTED
ProxyServer Text * SIGN., SUMMARY. PROTECTED
ProxyOriginatingRequest UNID Antwort referenz liste [UniversallD des erzeugten AdminP-Requests SUMMARY
ProxyNameList Text Kanonischer Names des Roaming-Benutzers SIGN, SUMMARY, PROTECTED
ProxvRoamingDatabasePath Text Pfad der Roaming-DBs SIGN, SUMMARY, PROTECTED
ProxyRoamingServer Text Kanonischer Name des Roaming-Servers SIGN, SUMMARY, PROTECTED
ProxyRoamingReplicaServers Text Kanonischer Name des Roaming Replica Servers SIGN, SUMMARY, PROTECTED
ProxyOriginatingTimeDate Datum/ Zeit Zeit der Dokument-Erstellung SIGN, SUMMARY
ProxyOriginatingOrganization _ [Text _[Die Organisations Zulassungsstelle des Bemutzers = |SIGN, SUMMARY, READ/WRITE-ACCESS



Programming for Roaming users

To disable Roaming user for existing users, you can create an appropriate
AdminP request document in the admin4.nsf

Feld Tvp Inhalt IsSigned
$OnBehalfOf Text Kanonischer Name des ausfithrenden Administrators [SIGN, SUMMARY, READ/WRITE-ACCESS
Fullname Text Kanonischer Name des ausfithrenden Administrators [SIGN, SUMMARY, READ/WRITE-ACCESS
ProxyOriginatingAuthor Text Kanonischer Name des ausfithrenden Administrators |SIGN, SUMMARY, READ/WRITE-ACCESS
ProxvAuthor Text Kanonischer Name des ausfithrenden Administrators |SIGN, SUMMARY . PROTECTED
Form Text AdminRequest SUMMARY, PROTECTED
Type Text AdminRequest SUMMARY, PROTECTED
ProxyProcess Text Adminp SIGN, SUMMARY, PROTECTED
ProxvyAction Text 135 SIGN, SUMMARY. PROTECTED
ProxyBypassDelete Approval Text 1 SIGN, SUMMARY, PROTECTED
ProxyRoamingStateChange Text 0 SIGN, SUMMARY. PROTECTED
ProxyServer Text * SIGN, SUMMAERY. PROTECTED
ProxyOriginatingRequest UNID |Antwort referenz liste |UniversallD des erzeugten AdminP-Requests SUMMAERY
ProxyNameList Text Kanonischer Names des Roaming-Benutzers SIGN, SUMMARY, PROTECTED
ProxyRoamingDatabasePath Text Pfad der Roaming-DBs SIGN, SUMMARY,  PROTECTED
ProxyRoamingServer Text Kanonischer Name des Roaming-Servers SIGN, SUMMARY, PROTECTED
ProxyOriginatingTimeDate Datum/ Zeit Zeit der Dokument-Erstellung SIGN, SUMMARY
ProxyOriginatingOrganization  (Text Die Organisations-Zulassungsstelle des Benutzers  [SIGN, SUMMARY, READ/WRITE-ACCESS




What happens in the person document

The roaming tab of the person document is filled:

Person: Christian Henseler/USR/HENSELER Christ

Basics ] WDrHHDme] Dther] Miscellaneous ] Certificates ] Roaming l Administration ]

User can roam: Yes

Roaming server: UKNMADO1/SRV/IHENSELER
Roaming replica servers: UKNMAQO2/SRV/IHENSELER
User subfolder: roaming\CHenseler

Personal address book:  names_nsf

Bookmarks filename: bookmark_nsf

Journal filename: notebook.nsf

Roaming databases: roamingdata.nsf; localfeedcontent.nsf
Clean-up setting: Do not clean-up

In the people view, Roaming user can be identified by two special icons:
= Henseler , Christian Roaming in progress (Hour glass)

E Henseler , Christian Roaming user activated (Globe)



What's happening on the client side?

If the user is prompted, the following dialogs will appear:

IBM Lotus Motes x>

Your Lotus Motes administrator has made you a "reaming user” so that you
can get all of your Motes data on different computers.

You can continue to do your work and monitor the progress on the
Replication tab.

What do you want to do now?

{+ Convert to roaming now:
(" Aslc me the next time | start MNotes
{ " Mever ask me again. | do not want this computer to roam

ThIS will create the Create Roaming User's Replica stubs AdminP request!
IBM Lotus Motes @

You will be notified when the roaming user process on this computer is complete,

........................................

When the last Update Roaming User state in Person record AdminP request was
precessed by the Administration server of the Domino Directory and replicated back to
the Home/Mail-Server [ Lotus Notes ==

The roaming user setup process 1s complete on this computer. Your Lotus Notes
data will be the same on any computer.

........................................

........................................




What's happening on the client side?

When a roaming user is switching ID:

IBM Lotus Notes

Thiz Motes Chent supports mulbiple uzers. To use your own private data, log
into the aperating system uzing vour perzonal logon and relaunch Maotes,

[f wou switch 1D, zome roaming data might not roam. Do pow wank to
continue with "Swaikch (DY

e

Don't show this prompt again

|[f you chooge to turn thiz promphing off, pou can enable it again through
Uszer Freferences

Although supported starting in 8.5.1, it is not recommended!

Switching IDs will mess up your client configuration!
« ACL of databases may prohibit proper replication
« Mixture of policy & notes.ini settings




What's happening on the client side?

No, the migration of the workspace takes place:

IBEM Lotus Motes &3

.' -~ . Tofinalize roaming user enablement Notes needs to restart. Do you
Y want to restart now?

] men |

Finally, the most annoying dialog (for the users) appears for the first time:

IBM Lotus Motes @

.' ™~ . send data to servers (update servers with changes made to the local
' applications)?

........................................

la Mein | Abbrechen |

........................................

And the client is restarted, if the user's selects Yes
During restart, the desktop8.ndk is migrated into bookmark.nsf



What's changed in the client?

The roaming databases are added to the Replicator page in the folder
Roaming User Applications (cannot be modified by the user):

Roaming User Applications

 The Replication schedule of the current location is activated and set with
the defaults (if not already enabled)

 The ACL of the Roaming databases is modified (primarily the
Administration server is set to the Roaming server)

 The workspace is migrated into the booksmarks (desktop file is not used as
workspace further on!)

 Roaminguserid profile is created in the contacts database (names.nsf)

* Roaming User Data (Roamingdata.nsf) is created for RCP-settings

* The databases are created and replicated on the Roaming server:

Bookmarks.nsf

Localfeedcontent.nsf

Names.nsf
 Roamingdata.nsf
* Notebook.nsf/Journal.nsf

If File server Roaming is used, the dbs will be medium encrypted locally



The roaminguserid profile
A rominguserid profile document is created in the user's names.nsf:

MotesPeek - [Peekl] EI@

File Edit View Data Window Help — | &
=-[8] Henseler's Contacts | neme ”$F.|LE“
# {3 Recently Peeked Motes type Ohbject
[+ ¥ Datahase Infarmation class MoCompute
B & Access Control List flags sigh Seal Summary
# [ Design Elements (275) length _ 43
B B Dacuman ts (58) object-descript _
& Profiles type File
# [ $policyprafile - cn=christian h flags 0
# [ acctmgmiprafile - cn=christian b e Ox02
B [ directoryprofile - file-object \
[ directaryprofile christian h file-nam UserlD
# [ policyhta - cn=christian h | hosttyp M3-DO3
P[] roaminguserid - compr type  Huffm
&) Mote Informat attibut a
ab $CanflictAct flags 1Eg§:150ne
SFILE] size .
7¢ jed IxE02 created <20.05.2011 00:11:00% S C1257R95:00790B9D
T @ JFILE modified £20.05.201100:11:02> S C1257895:00790C34
Ohject 0xG05 remaining-data, oa Q0o .
ab fMame

eb $MoPurge

1.2 $PrefaltCalendar

ab $FrefiltNamelanguage
1.2 $PrefBCASE_SITEMARP_DI
ab $FrefContentlanguage

1.2 tPrefDatePickerDirection
1.2 $PrefEmptyTrash

1.2 $PrefEnableBIDIMNotes

1.2 tPrefEnableJavaspplets
1.2 $PrefEnableJavaScoript

1.2 $FrefEnableJavaScriptErro
1.2 $PrefEnableLiveConnect
1.2 tPrefEnablePlugins

1.2 $PrefExitNatesPrompt

1.2 $PrefGlobalTextDir

ab $PrefailFile

t stores:

‘Notes.ini Settings ($Pref....)

‘User.id ($File item, double encrypted, if store id in PAB was selected)
«Standard Client user dictionary ($File item, userDictionary.xml)
Basic Client user dictionary ($File item, user.dic)

*Roaming settings (from the person document)

But: Not all notes.ini settings are stored and roam!
Attention: Some settings need a client restart after been roamed locally!
To remove the user.id from the profile document, you may look at LO59993



IDVault vs. ID In pers. Address Book

ID Vault is the new recommended mechanism to synchronize IDs between client
computers.

But what about existing Roaming users with IDs in pers. Address Book?
1. UserlD item must be removed from the roaminguserid profile
2. RoaminglDisInNAB must be reset in the roaminguserid profile and Person

Document

Problems:
1. $file items cannot be handled easily using LotusScript

2. By deleting the whole roaminguserid profile notes.ini settings and user dictionary

stops roaming

— 8.5.3 provides a new detachid.zip utility (in utility\NotesCustomizationKit_1 0.zip)



IDVault vs. ID In pers. Address Book

1. Client side utility detachid.exe
Must be executed on the client side:

C:sDocuments and Settings“AdministratorsLocal Settings“Application DatasLotus“Mo
tessData>"C:sProgram Files~IBM\Lotus“Motes>detachid.exe

[A23C:8082-A51C1 ID iz detached?

If no ID is found in the Address Book:

C:Documents and Settings“~AdministratorsLocal Settings“Application DatasLotussMo
tessData>"C:sProgram Files“IBM-Lotuz“MNotes“detachid.exe

[AGER - HAAZ2—HG6F41 ID iz not =s=tored in HAB for this usepr.

Result:
1. UserID %file item is removed from the roaminguserid profile
2. RoaminglDisInNAB=0 in the roaminguserid profile

2. Domino Directory based agent javaAgentForDetachid.java
1. Must be imported into the Domino Directory
2. Must be run against Roaming user's person documents or groups

Result:
RoamingIDIsINNAB=0 in the person document



The roamingdata.nsf

Some(!) Lotus Expeditor settings are stored in the roamingdata.nsf:

‘ Roaming User Data H Bundle ID Compatible Versions prefs ©  Bundle Data Size Total Size &
BE Al Docs 1 com.ibm.collaboration.realtime.aletmana: 359 2219
T bundiedatabybundieid 2 com.ibm.rcp.locationmanager 113
T bundledatabybundleid 3 com.ibm.rcp.search.ui 363
4 com.ibm.rcp.toolbox. admin 95
5 com.ibm.rcp.ui 6260

The bundle data is zipped:

Roaming Data Document o o e

Bundle ID:., ibm collaboration.realt me.alertmanager

Bundle Data : j
- com.ibm.collaboration.realtime.aletmanager.zip

Do not modify the data in this database manually!

Roamingdata.nsf is only processed at startup and shutdown!



The migrated Workspace

After the Workspace (Desktop8.ndk) has been migrated into the bookmarks file,
you can find:

* A desktoplock profile document

» A desktopprofile profile document
(Stored the desktop as binary

object)
@Nﬂtespeek-[boukmark.nsﬂ ||| (|
EiIE Edit View Data Window Help &l =
MR Eookmarks (8.5) fitle: "Bookmarks (8.5)"
By Hecentlypeked Maotes path "CALsers\\ChristappDatah\LocaliLotus\\Motesh\D

B Databhase Information
& Access Control List
[k Cesign Elements (B57)
Documents (33)
Profiles
currentlayout -
desktoplock -
desktopprofile -
focuscache -
hpsettings -
settings -

F i Deletion Stulbs (3

[
[
[
[
=

it

[+
[+
[+
[+
[+
[+




The migrated Workspace

After the Workspace (Desktop8.ndk) has been migrated into the bookmarks file,
you can find:
« Workspace folders

@Nutespeek—[bunkmark.nsﬂ | = || [=] ||-'E&|
@| File Edit View Data Window Help - ||| 2
=B %Al Bookmarks)|All Bookmarks (<] hote-id 0x1256 it
& B ($DesigniMRU|($Design)iRU class “iew -
= E& ($orkspace) is-clefault False
= B3 ($Workspace)[C1257894:.006FIE37Workspace Tab 1 giid |
B B ($WWaorkspaceh[C1257394-006F3E37]Warkspace Tak 2 file C1267594.008DEE 3B
= @ ($Workspaceh[C1257894:006F3E37Workspace Tab 3 hote <18.05.2011 21:55:292
=B ($vwWorkspace[C1257894:006F3E 37 wWoarkspace Takb 4 Di”thE"d Ox1256
B ($WWorkspaceh[C1267894:006F3E37Workspace Tab & ) _
® B ($WWaorkspaceh[C1257894:006F3E37]Warkspace Tak b file 1 3FFE885:6FAIF388
£ [3] (Launchpoad-AnpsilLaunchoad-Anos X hote f13.1 2.20001418:04E57
il i ¥ ¥ T} b




The migrated Workspace

After the Workspace (Desktop8.ndk) has been migrated into the bookmarks file,

you can find:

« Desktop entry documents

@ MotesPeek - [bookmark.nsf]

E=n Bl

File Edit View Data Window Help - | X
" n
# B (Mo form: HistaryListEntr) = surzranritgﬂ = 1St
[+ B (Mo form: HistaryListEntr) walus "Henseler's Contacts”
[ [Hu:ufn:urm HistoryListEntry) summary-item
[+ B Tip of the day... name WEL"
=B Untitled (stared farm) walus Iype Compasite?
@ Mote Information summary-item
ab $|:|:|nﬂ||:t"ﬁ'.|:t||:|n Harme "UBLlcon"
$Revisions walue Thype Composite?
£ $UpdatedBy summany-item
ab DESR’[DpEntr‘}{ nAFTE IIlEDnBitmﬂp"
1.2 Deskiopt'ersion walue ype lcon?
1.2 DteCaolumn surnmantem ' '
DteCutoff e harme "t ConflictAction”
1.2 DteDBAdDIfSInce Last walue ngn
CteDBAddTime summarny-iterm
1.2 DtebExtFlags —— "CiteTitle"
L2 DteE_:-dFIagaE walue "Henzeler's Contacts"
ab DiteFilename summany-iterm =
L2 DteFI_ags name "DteFilename"
1.2 DteHilUnreadCount walle I —
1.2 DtelconSig - '
t
1.2 DieLollnreadCount sumnranrig-l = "DteRepld"
1.2 DePrivatsFolderD value <18.05.2011 17:48:20> - C1257594:005602CF
DteRepld fsummany-itern N
L2 DtEHEplE‘.},ﬂ'UJE hatme "DtEHDW"
1.2 DteRow walue 0
ab DteTitle summany-iter
12 DielUJE . narme "OteColurmn”
[+ r:? ExtralnfoCbject wvalus 1
chnBltmap WLHHI J




What happens, If

The user was using more than one machine, before roaming was activated:

i~

IBM Lotus Motes

[

To upgrade to a roaming user, please restart your client.

........................................

The first start after roaming has enabled

on another machine:

IBM Lotus Motes

v Roaming will not occur by default for the newly created local

from your roaming server later?

........................................

y' databases. Do you want to be asked to replace these files with replicas

Mein

—

IEN Brennen

Mame

Meuwer Ordner

-~

. IBM_TECHMICAL_SUPPORT

. workspace
|| ~notes.lck
|| bookmark.000
el bookmark.nsf
|| Cache.MDK
|| cluster.nct
|| desktop8.ndk
|| diagindex.nbf
|| frstrings.dat
il headline.nsf
|| ini.nbf
|| JOBSCHED.NJF

|| localfeedcontent.000

il localfeedcontent.nsf

vir) log.nsf

|| names.000
virl names.nsf
|| notebook.000
virl notebook.nsf
%k | notes.ini

|| pid.nbf

vkl reamingdata.nsf
virl scanEZ nsf
|| ticket.idt

|| user.000

|| user.dic

|| user.id

fthe maChIne IS runnlng Whlle roamlng IS aCtlvated b Lokaler Datentrager (C:) » Benutzer » Chris » AppData » Loc

Anderungsdatum

19.05.2011 22:38
19.05.2011 22:41
19.05.2011 22:38
19.05.2011 22:38
19.05.2011 22:41
19.05.2011 22:38
19.05.2011 22:38
19.05.2011 22:41
19.05.2011 22:38
19.05.2011 21:56
19.05.2011 22:38
19.05.2011 22:38
19.05.2011 22:38
19.05.2011 22:07
19.05.2011 22:41
19.05.2011 22:42
19.05.2011 22:38
19.05.2011 22:41
19.05.2011 22:38
19.05.2011 22:41
19.05.2011 22:41
19.05.2011 22:41
19.05.2011 22:41
22042011 09:47
19.05.2011 22:38
19.05.2011 22:38
19.05.2011 22:00
19.05.2011 22:38



What happens, If

The user is using a different machine while the workspace migration process is

ongoing:
IEM Lotus Motes bt

You are a “roaming user”, but have nat selected a Notes Wordspace to roam. Do
you want the Workspace on this Notes client to roam to your other roaming clients?
If you choose "Roam the Warkspace...", the Worcspace will roam when Motes is

restarted.

What do you want to do now?

{ ~ Asl me the next time | start this Motes client or any of my other roaming clients
{ ~ Mever ask me again for this client

OK

Notes.ini:
Workspace Roaming Prompt=3378 — Roam the Workspace on the Notes client

Workspace Roaming Prompt=3379 — Ask me the next time | start this Notes client
Workspace Roaming Prompt=3380 — Never ask me again for this client




What happens, a local roaming db Is corrupted

You think the local bookmark.nsf is corrupted and you want to restore it.
That's how your Bookmarks and workspace look before:

1vir) Workspace - IBM Lotus Notes
File Edit View Create Tools Window Help

» |[ERE e Il Replication and Sync =
e de P E B U

Peter Clemmons
on DENMAQ1

HENSELER's
Directory
on DENMAD1

The wrong way: Simply delete the bookmarks.nsf:

Just a few easy steps, and you're ready to start using Lotus Notes 8.

1 Design Your Home Page

)

; s
|Higmﬁ1g workspace to bmhs please watt... ‘g { creste my own J
@ { Use the default J

2 See What's New in Lotus Notes 8 5

Bookmarks (8.5)
on Local

.@ { Go to What's New J

[+ "W Roaming User Applications

== Bookmarks (8.5) 301 # Unabletofind path to server. Check that your network conned



What happens, a local roaming db Is corrupted

The right way:

*Delete bookmarks.nsf

*Reset Setup= parameter in local notes.ini
Delete RoamedHere=1 from the local notes.ini

IBM Lotus Motes
IBM Lotus Motes 3
|/—-.\"| Motes is unable to create a local replica of your personal notebook.nsf
: _—= P V' database from your roaming server DENMAD1/SRV/HENSELER. Would
| ;E—E?i. [ | Replace existing notebook.nsf? ~ you like to continue without this database? If you select 'No', Notes will
————— L 4 it.
Receiving bookmark.nsf from DENMAG1/SRVIHENSELER roamingiCHenseler\bockmark.nsf =
ﬂein ‘ ﬂein

B [ — S | | R | B [

r‘ﬂ F : ': :l L B =1

m || 5= \ ; :

ik Peter Clemmons s [

H on DENMADT

4]

= H.ENSELEF{'

13 3

T Directary

=+ on DENMAD1

=
ol | Roaming User Applications

00:45 0 Received, 1 Sent
v lﬁf Bookmarks L _
Heute with DENMAD1/SRV/HENSELER

Look for localfeedcontent.00? Files and delete them.



Uuups!?...

How to reset the Roaming Prompt dialog, if the users has chosen Never ask me
again... on a machine?

Reset the RoamingUpgrade Parameter in the user's notes.ini on that machine:

« RoamingUpgrade=1 Updrade machine on next start

 RoamingUpgrade=2 Ask me the next time | start Notes

« RoamingUpgrade=3 Never ask me again, | do not want this computer to roam

— Set RoamingUpgrade=2

How to reset the migrated Workspace, if the Workspace was not migrated from
the primary workstation?

1. Set the following notes.ini settings on every user's machine:
« DISABLE_ WORKSPACE_ROAMING=1
« RESET _WORKSPACE_ ROAMING=1

2. Restart the client

3. Ensure that the following notes.ini are not present:
« WORKSPACE_ ROAMING_STATUS=4
« WORKSPACE_IN_ BOOKMARKS=1

4. Set in the notes.ini
 Remove DISABLE. WORKSPACE_ROAMING=1
« Set ENABLE WORKSPACE_ROAMING=1

5. After the Workspace has been migrated, you will find:
« WORKSPACE_ROAMING_STATUS=4
« WORKSPACE_IN BOOKMARKS=1



When you are in a hurry

You may want to use the new Enable/Disable Roaming on the fly feature, if you
want to temporarily disable roaming:

DisableRoaming=0 (roaming processing is not disabled)
DisableRoaming=1 (roaming processing is disabled)

DisableRoaming=2 (Roaming Domino upgrade will be attempted, if you were

previously in a roaming disabled state while running Notes
client setup)

DisableRoaming=3 (Roaming policy upgrade will be attempted, if you were
previously in a roaming disabled state while running Notes
client setup)

LO: Enable/Disable Roaming on the fly is not supported for file server roaming



Debugging Roaming

Debug Roaming=1 can be used to debug Roaming issues, e.q.

[0A8C:0002-080C] Preseting path to roaming lock db to CN=DENMA01/0U=SRV/O=HENSELER!'mail\jdoe
[0A8C:0002-080C] Entering GetUpgradelLock()

[0A8C:0002-080C] Using Mail file as lock db

[0A8C:0002-080C] Using preset value CN=DENMAO01/0U=SRV/O=HENSELER!'mail\jdoe, as the mail file path
[0A8C:0002-080C] Path to the lock DB = CN=DENMAO01/0U=SRV/O=HENSELER!!mail\jdoe

[0A8C:0002-080C] (125-72 [157]) OPEN_DB(CN=DENMA01/0U=SRV/O=HENSELER!'mail\jdoe): (Opened: REPC125788C:006D26CC) 1 ms.
[134+290=424]

[0A8C:0002-080C] (126-72 [158]) GET_NAMED_OBJECT ID($profile_015roaminguserlock_cn=john doe/ou=usr/o=henseler): 0 ms. [84+24=108]
(Special database object cannot be located)

[0A8C:0002-080C] Creating roaming lock document

[0A8C:0002-080C] Creating profile note for lock

[0A8C:0002-080C] Saving profile note

[0A8C:0002-080C] Preseting path to roaming lock db to CN=DENMAOQ01/0OU=SRV/O=HENSELER!"mail\jdoe
[0A8C:0002-080C] Attempting to release roaming lock

[0A8C:0002-080C] Using Mail file as lock db

[0A8C:0002-080C] Using preset value CN=DENMAO01/0U=SRV/O=HENSELER!'mail\jdoe, as the mail file path
[0A8C:0002-080C] Path to the lock DB = CN=DENMAO01/0U=SRV/O=HENSELER!"mail\jdoe
[OA8C:0002-080C] (132-72 [164]) GET_NAMED_OBJECT _ID($profile_015roaminguserlock cn=john doe/ou=usr/o=henseler): 0 ms. [84+24=108]
[0A8C:0002-080C] (133-72 [165]) DELETE_NOTE: 1 ms. [30+50=80]

[0A8C:0002-080C] roaming lock released

So, the Notes client is using a tempory roaming lock profile document
Not documented...
There are some reports that this may cause roaming activation problems.



Good to know

To avoid this dialog at shutdown:

IBM Lotus Notes

- . dend data to servers (update servers with changes made to the local
' applications)?

la Mein

........................................

Abbrechen

=

But:

you may want to set

Preferences

type filter text

Accounts

Basic Motes Client Configure
Calendar and To Do
Contacts

Feeds

Fonts and Colors
Home Portal Account
Live Text

Locations

Log Settings

Mail

Motes Ports

Regional Settings
Replication and Sync
Sametime

Search

Spell Check

Toolbar

Web Browser
Widgets

Windows and Themes

= |5 fEs]
Replication and Sync Sl >
fou can set a different replication/sync schedule for each location.
The schedule you set now applies to the location name you see in the status bar.
MNomal-priorty schedule
Iv Replicate/Sync at this interval for nomal priorty
Daily from: lne.00 @®| to: [22:00 ®
Fepeat every (minutes): lﬂ
Days of the week: v Sunday v Mondzy v Tuesday
v Wednesday [v Thursday |v Friday v Saturday
High-priority schedule
[v Replicate/Sync at this additional interval for high priority
Daily from: l0e.00 @®| to: 2200 ®
Fepeat every (minutes): lﬂ
Days of the week: v Sunday v Monday v Tuesday
v Wednesday [v Thursday |v Friday v Saturday
Other tigoers

v Replicate/Sync when | start the client

v Replicate/Sync when | shut down the client

[ iPrompt mei

..........................

LO58180: REPLICATOIN POLICY Ul IMPLIED THAT YOU CAN REPLICATE AT
SHUTDOWN WITHOUT PROMPT, BUT NOT TRUE

“Currently there is no working method for forcing replication of roaming files on
exit without prompting. Policy, notes.ini and plugin_customization.ini-Entry are

not available or do not work.”



Alternatives

Instead of using Domino Roaming, you may use another way of “Roaming”:
Data directory on network drive:

*Only supported for Citrix XenApp (starting with 8.5.1)

*\What about Laptops being offline (Data sync problem)?

*Open File handles & concurrent TCP/IP sessions might be a problem

*OS server based profiles:
*%LOCALAPPDATA% is not roaming & not supported by IBM

*Negatively impacts on Logon/Logoff process and Profile size

Synchronization tools:
*Notes tools like Panagenda MarvelClient, Cooperteam Desktop Manager,
BCC ClientGenie

*OS based tools: OS file synchronization tools

It's not trivial to identify the user's Notes data directory outside of a running
Lotus Notes client session:
*Multi-User vs. Single User (location of data directory, notes.ini)
\What if Notes was started with notes.exe =Z:\private\notes.ini?
*\Wrong Registry entries (DataPath, CommonDataPath, NotesiniPath)
Multi-Platform (Windows vs. Linux vs. Mac OS)



The Notes data directory

If you have to care on your own, you may want to synchronize the whole
Notes data directory, but

What files are of interest?
« Classic Notes files (names.nsf, bookmark.nsf, notebook.nsf,
localfeedcontent.nsf, Desktop8.ndk, notes.ini, user.dic)
 |D should be “roamed” using ID Vault, but can be file copied (no NSL!)
« Workspace\.metadata\.settings\*.xml & *.prefs
« Workspace\UDM\userdictionary.xml

Do not care of
* Local mail files
* Local archives
« Fulltext indices
« Workspace\.config (esp. Java shared classes cache)
« Cache/temp files

But what about workspace\applications (Roaming vs. provisoning)?

*It's a balance between fidelity and Diskspace/Network 1/O
*Files must be synchronized at Notes start/shutdown
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