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Who am |

* Freelancing IBM Lotus Notes/Domino Specialist

* Core competency: Lotus Notes client deployments

IBM Lotus Notes/Domino experience since 1999 (4.6.2a)

IBM Design Partner for Domino Next

IBM Certified System Administrator for Lotus Notes and Domino 8.5 (8,7,6,5,4)
IBM Certified Application Developer for Lotus Notes and Domino 8 (7,6,5)

Currently involved in

* Lotus Notes 8.5.2 client and deployment concept for 70.000 clients on MS
Windows Vista/7 (Yang) (See my session on BankCamp 2010)

* Decommissioning Lotus Notes/Domino environments (as preparation for
migrating Lotus Notes to MS Exchange/Sharepoint for 100.000 seats (Yin)

contact:
info (at) henseler.org



Citrix Foundations
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* Initially a Terminal Server (Multi-user) solution, based on MS Windows NT 3.51
(WinFrame)

* Meanwhile an addon/extention of MS Windows TS/RDS

* While Citrix was a synonym for application virtualization in the past, the company CiTR!X"
offers various products:

* XenApp: Application virtualization
* XenDesktop: Desktop virtualization
* XenServer: Server virtualization



Lotus Notes 8.5.x on Citrix XenApp

Starting with Lotus Notes 8.5.1, IBM has drastically improved
XenApp compatibility:

* XenApp 5.0 is supported
* Windows Server 2008 32/64 Bit is supported
* Multi-User installations are supported
- Data directories can be relocated
- Data directories on network shared are supported on XenApp
* Roaming is supported (but not with OS Roaming profiles!)
* Many install issues of previous versions are fixed
* JVM settings file can be located easier
* General performance improvements

No XenApp specific improvements in 8.5.2, but general performance improvements (and
preloading)

- So, if | write 8.5.x, | mean 8.5.1 and 8.5.2, but NOT 8.5.0
- If not explicitly mentioned, an issue applies to both, 8.5.1 and 8.5.2



Citrix XenApp 6.0 & MS Windows Server 2008 R2

Citrix has introduced XenApp 6.0 in March 2010.
It supports MS Windows Server 2008 R2
15 % or more users per server on R2
Introduces HDX (improved multimedia experience)
Introduces AppCenter (consolidated/improved Management, similar MMC 3.0)
Improved Application Streaming
* Support for Services!
It has been completely rewritten, so it's more than a simple version step

MS Windows Server 2008 R2 Remote Desktop Services Improvements
* Remote Desktop Services Administration

* Client Experience (Aero support)

Remote Desktop Protocol

RemoteApp and Desktop Connection

Remote Desktop Connection Broker centralized publishing

Remote Desktop Virtualization (RDS-V)

IP Virtualization

RemoteFX (with SP1 [H1/2011])

XenApp 5.0 Feature Pack 3:
* Application Streaming improvements
* HDX



Lotus Notes 8.5.x on Citrix XenApp — support status

Many customer projects leveraging state of the art virtualization solutions are
blocked, because IBM does not support:

* MS Windows Server 2008 R2 (released August 2009)

* Citrix XenApp 6.0 on Windows Server 2008 R2 (released March 2010)

* Lotus Notes as Published Application, Remote App

* Application Streaming (XenApp Application Streaming, MS RemoteApp)
* No VDI (neither Citrix XenDesktop, MS RDP-V, VMWare, etc...)

Support is planned for IBM Lotus Notes 8.5.3:

Ed Brill: ,We are working on an 8.5.3 release with a target of early 2011, and yes, there will
be a few incremental improvements -- but mainly for developers in Designer/XPages."

What can we do?
* Open a PMR to increase weight for the appropriate feature request SPR #RKUR85ND36
* Vote for my IdeaJam ideas

* Support MS Windows Server 2008 R2 Remote Desktop Services (RDS)

* Support for Citrix XenApp 6.0


http://ideajam.net/IdeaJam/P/ij.nsf/0/C9469F9AF2A784F68625775B00348A29?OpenDocument
http://ideajam.net/IdeaJam/P/ij.nsf/0/5E8F792C067038A98625775B0033C477?OpenDocument

Lotus Notes 8.5.1 on Citrix XenApp 6.0

Although it is not supported, Lotus Notes 8.5.1 can be installed and run on a
XenApp 6.0 system if you are willing to take the risk:
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Lotus Notes 8.5.1 on Citrix XenApp 6.0 — Customer story

A customer trying to install and run Lotus Notes 8.5.1 on his XenApp 6.0
system had to learn the hard way, what unsupported means for IBM:

First, they got installation errors:

C:nNotes851DE»setup ~v'"SETMULTIUSER=1 MULTIUSERCOMMONDIR=:ProgramData: MULTIUSER
BASEDIR=K:“Config CITRIX=1 ~gh+"

C:“\MNotes851DE>

Lotus Notes 8.5.1 de

% File not found: C:\Program Files
L ! (xB&)\IBMYLotusMotes\framewark), provisioning_rc Provisioning
~  process failed to launch or was stopped before status could be
determined.

After they manage to install:

4% IBM Lotus Notes/Domino

| IBM Lotus Notes/Domino has stopped working

Windows can chedk online for a solution to the problem.

|BM-Support: 3 Close the program
> After reviewing this PMR, | can see that you
are running Windows 2008 R2 6.0 [64-bit]

ﬂ Hide problem details

=» Check online for a solution and close the program

> Please note that Server 2008 R2 is not Lotus. Ni( fProblem sdgnature: .
sieals . | Application Name: MLMOTES.EXE
supported.

Ressny ) iEM ln"-.-l Application Version: 85109271

. . Application Timestamp: daclafad
> Please advice if we can proceed and Fauit Moduie Name: pnotesl
close this PMR F;Sli?:“:f?':li’”‘““””"’ Jorrr ﬂﬂ

DON'T blame IBM! They've said that they won't support it...

o
£2 il



Lotus Notes 8.5.x on XenApp 5.0 (3] o

If you are sure that you are on Windows Server 2008, check for a but in NSD ADMIN
(SPR# DCON7SPS22).

Windows Server 2003 SP1 64 Bit:

l‘Buﬂd 6001 n ID=2, Service Pack 1

o On 64-bit windows

Windows Server 2006_3 SP2 64 Bit

(windows /2008 R2 6.0 [64-bit

(Build 5002), P1atID=21 Seqvice Pack 2

Windows Server 2008 R2 64 Bit;

i Ug L= L LA g LT I LT Tl A
E 'l\

LI L

: windows /2008 R2 6.1 [64-bit)( (Build 7600))

HUHHHH_..] d.b =

Pla

I
— See Technote 1412757

Fixed in Lotus Notes 8.5.2!
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Lotus Notes 8.5.1 — Plugin support matrix
Although XenApp is supported in general, there are limitations within

Lotus Notes client components:

MS Windows Server 2003 (32/64 Bit)
MS Windows Server 2008 (32/64 Bit)

Lotus Lotus Sametime Lotus Lotus
Symphony |(embedded) Connections |QuickR
connectors
Citrix Presentation Server 4.5 on Yes Yes (limited) No No
MS Windows Server 2003 (32/64 Bit)
XenApp 5.0 on Yes Yes (limited) No No

Further restrictions:

* Notes Single Login is not supported
* Notes Shared Login is not supported

* |D Vault is not supported
* Lotus Domino Administrator/Designer client is not supported

11




Lotus Notes 8.5.1 on Citrix XenApp - Scalability

Lotus Notes 8.5.x Scalability

Comparison of HW and/or MS Windows platforms
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According to IBM, near-linear scalabilty can be observed, but:

> A given system can host up twice as much Basic as Standard client sessions.
> You need a) more (32-Bit) or b) larger (64-Bit) systems to host the same number of

Standard clients sessions compared to Basic client
» On 32 Bit systems with PAE, watch out OS Kernel memory pools
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Lotus Notes 8.5.x on Citrix XenApp - Scalability

In non-lab environments, Lotus Notes has to compete for ressources with other
applications.

Snapshot of a single user session, after 10 Min work:

Application Working set (MB) Max. Working set (MB)
Lotus Notes 8.5.2 230 368,4

(Mail & Calendar)

Internet Explorer 8.0 | 27,4 69,2

(1 Web page)

OpenOffice 3.2.1 94,8 147,7

(1 presentation)

Total 352,2 585,3

Esp. on 32 Bit systems, paging/trashing may occur, worsened by inefficient 1/0 (no a SAN is
not always fast!)

> Prefer Windows Server 2008 (because it has improved Memory Management and
Terminal Services compared to Windows Server 2003)

> Prefer 64 Bit (because even with PAE and/or AWE, memory is limited on 32 Bit platforms)

> Prefer running Terminal Server on bare metal (but you may virtualize License server and

others) [| know, many customers are running virtualized Terminal servers]
13



Lotus Notes 8.5.1 — Installation Matrix for XenApp

Installation type Multi-User |Upgrade from Data Directory Manual steps
(existing/location) required?
8.5.1 clean install Multi-user |none None existing. Special setup
parameters
8.5.1 manual install with |Single-user [none None existing. Manual setup
remote file server data Remote file server procedure
8.5.1 Install with Multi-user |6.x/7.x/8.x single  |Existing on local Special setup
existing local Citrix data user uninstalled Citrix server parameters,
directory data move
8.5.1 Install with Multi-user |6.x/7.x/8.x single  |Existing on Remote |Special setup

existing remote file
server data directory

user uninstalled

file server

parameters

No other migration paths are supported, esp. no upgrades!

If IBM support tries to close incidents with

* Technote 1431732: ,...storing the Notes data directory on a file server is not supported.”

* Technote 1086958 (obolete for 8.5.1!)"... assistance ... to the extent ...not to be loss of

connection...”

counter with Technotes 1386866 and 1430323 and 1412455:

* Data directories on network shares are supported configurations for Citrix XenApp installations!

14



Lotus Notes 8.5.x customized data directories

Starting with Lotus Notes 8.5.1, data directories can be relocated
for Multi-user installations at install time.

Benefits:
* Data directories can be located outside of OS user profiles

* No manual installation hacks anymore!

Setup Parameters:
* MULTIUSERCOMMONDIR
* Specifies the location of the common data directory

* \Lotus\Notes\Data\Shared will be appended automatically
* Optional

* MULTIUSERBASEDIR
* Specifies the location of user specific data directories

* Optional

* CITRIX=1
* Mandatory for XenApp installations (even for MUI Packs)

Example:
Setup.exe V"SETMULTIUSER=1 MULTIUSERCOMMONDIR=%ProgramData%

MULTIUSERBASEDIR=C:\NotesData\lusername! CITRIX=1¢

Hint: Due to a bug in 8.5.2, you can't use setup.ini CmdLine without /s.
CmdLine works in 8.5.1

15



Lotus Notes 8.5.x on XenApp — Notes Installer errors

Sometimes, a ..\framework\rcp\systemdata directory is created:

= Local Disk (C:) - Program Files ~ IBM - Lotus - Motes - framework - rcp (& systemdata }

glp

* (€ Burn %

Mames -~ |~r| Date modified |~r| Type |~r| Size |~r| Tags |
) .config Q162009 2:15PM  File Folder
. .metadata 9/15/2009 2:16 PM  File Folder
| applications Q162009 2:15PM  File Folder
| logs 9/15/2009 2:16 PM  File Folder

rcp.lock Q162009 2:15PM  LOCK File 0 kB

> Actually, it belongs to <DataDir>\workspace of the install user

» Will never be used and can be deleted

» Might be recreated by the installation of FixPacks

16



Lotus Notes 8.5.1 on Citrix — Notes Installer errors o b))

Check ...\rcp\rcplauncher.properties for the following entries and remove them: NOTES & DOMINC

sr « Local Disk (C:) - Program Files = IBM - Lotus - Motes = framework ~ rcp -

Help

Eﬂpen - @Eurn

Mame = |v| Date modified |~r| Type |v| Size |~r| Tat

File Edit View Insert Format Help

D"l Sl @l 5=2o]

config.notes.2=IEBHM Lotu=s HNotes
config.notes.l=—name

.hcme?frcp;systemdati:)

[la] . ENL. IU—/ auLlcncilcace
eclipse.name=notesZ.exe
rovizioning=true
jwm. feature.version=
onfig.notes.restartExe.linux=t{rcp.home}/ .. /notes
onfig.existfile document.g8=/authenticate

jwvm. feature.id=
jvin.parent . feature.id=
onfig.existfile spreadsheet.8=/authenticate

l.'fl""l.'i l.'h"'ﬁ

17



Lotus Notes 8.5.x on XenApp — NTFS security

Access rights for notes.ini in the common data directory are to high:

Local Disk (C:) = ProgramData = Lotus = Motes = Data - - [‘z]] ISEE--:--

Tools  Help
[EHviews » open ~ pmPrint @ Burn

MName = |-.-| Date modified |v| Type |v| Size |v| Tags
| Shared 10/12/200% 1:52.,, File Folder
ﬁ notes.ini 10/12/200% 2:01... Configuration Se... 1KB

# notes.ini Properties
General Securty I Details I Previous Versions I

Object name:  CA\ProgramData’\Lotus'\Motes \Data‘notes.ini

a ‘l Mmes:
Progrz
= Asger

Mail
NT

5 J Ta change pamissions. click Edi. Edit |

Pemigsions for Everyone Allow Deny
red th_EuII cantrol i

+
utocor Modiry 7
ominG Fead & execute W
elp Read 7
ropert Yirnte 7
qeme Special pemissions

x|

18



Lotus Notes 8.5.x on XenApp — NTFS security

Access rights for the shared data directory are to high

- Local Disk (C:) = ProgramData ~ Lotus - Motes = Data = Shared - L 4
-~ Templates & other:
e e e 4w 4 Administrators & System: Full control
oo x| Users: Read & execute, Read
Help General Security | Details I Previous Versions I
DIZD.: = Object name:  C:\ProgramDataLotus'Motes'\Data"Shared autos:

I antf Group or user names: Help databases:

- A Administrators & System: Full control
“E"‘iim:f - Users: Write

busl tlmfflﬂf To change pemissions, click Edi.
|| canadien. dic
dbiib4.ntf Permissions for Evenyone :'-“."-D_'a\__ Deny
discussion8.ntf Full control __)
docdbm7.ntf Modify
docbs7.ntf Read & execute
doclbw?.ntf Fead
85| error.gif Write

feedcontent.ntf Soecial pemissions

* Notes is requesting an exlusive read/write lock, but my testing shows that Read
access is sufficients as long as the templates are not accessed manually.

* If Write access is granted, templates will be modified at least by the first user who
starts Lotus Notes.



Lotus Notes 8.5.1 Multi-User Installation on XenApp

Now that multi-user installations are supported and recommended, we are faced

with new problems.
Even with read only access to the shared templates, access violations are very

likely on servers with a large number of users:

INTERACT
ed.

INTERACT

ed. . T

INTERACT e

IBM Lotus Notes E

' This database is currently in use by another person or process, and cannot be accessed at this time, In order to share a Mokes database, it musk be
accessed via a Domino Server by all users of the database: pernames.ntf

ril. Java and all Java-be Irader

and Windows
you agree bo |
“Mon_l8M_License”, il applcable) ina Program dinectory folder or lbrary or hardoopy booklet. Pleassa rasd thi
carefully belore using the Program

Work arounds (both have disadvantages)
* Use database links pointing to server based templates
* Upgrade the design of user databases on file servers using functional ids

20



Lotus Notes 8.5.x on XenApp — NTFS security

ALL(!") members of Users have access to EVERY file in ANY other
directory below MULTIUSERBASEDIR, esp. ID-files, contacts.

:[C:)@ntesData * Uszerl = Lofus = MNotes = Data v) - l‘z_]J IF

1elp

v | Open (B4 Bun

Mame = |v| Date modified |v| Type |v| Size |v| Tags
J IBM_TECHMICAL_SU... 9/186/2009 5:51PM  File Folder
| warkspace I adminid Properties x|
|| adrnin.id
Air bookmark. nsf General Security | Dietails I Previous Versions I
|| Cache,MOK

|| cluster.ncf Object name:  C:\MotesData®Userl*Lotus Notes' Data‘\admin.id

|| desktopd.ndk

Group or User Names:
|| diagindex.nbf 2

82, SYSTEM
R User? [CTXS-XAT\Userl)

|| fault_recovery.h
\=] fault_recovery.lc
|5 frstrings. dat
sir] headline, nsf

SRt SR temmteiie] Ay miiNistrat s
Users {CTXS-XA1"Users)

|| ini.nbf

e fizii 22 13 To change permissions, click Edt. Edit |
wit) localfeedcontent

wit) log. nsf

Pemissions for Lsers Allow Dery

¥t names. nsf

| notes, ini Full cortral

| nsd.ini Madify

|| nsdindesx.nbf Read & execute )
|| pid.nbf Fead

|| ticket.idt Wiite

While network shares are protected by sharing access rights, this is a BIG security

issue for local user data directories on a XenApp server.

Solution: Create parent directory manually and adjust ACL appropriately (#1447060).

21



Lotus Notes 8.5.x on XenApp - Services

If Lotus Notes is using data directories on a file server, you should
change startup type of services from automatic to manual.

* Lotus Notes Diagnostics
This won't stop Lotus Notes from crashing, but you will be able to
create NSD dumps again.

* Multi-User Cleanup utility
* |f the user data directories are located on a network share, the
Service can't access them.
* If you are not using Roaming with cleanup option, you can deinstall
it.

* Lotus Notes Single Logon
* Not supported on Citrix XenApp and it does not work on 64 Bit
anyway.
* Do not install it.

22



Lotus Notes 8.5.x on XenApp — Tuning memory

By using one singe Java Shared Classes cache for all sessions, memory consumptlon is
reduced and start up time of Lotus Notes is improved.

<Program directory >\framework\rcp\deploy\jvm.properties must be modified:

Standard:

vmarg.
umarg.
vmarg.
.Anoverify=-Xverify:none

.Xgcpolicy=-Xgcpolicy:gencon delete
vmarg.
vmarg.
vmarg.

vmarg
viarg

vmarg

“minf=-¥Xminfo .1

Xmn=-Xmntm
Dshare:z-Xshareclasses:name=xpdplat_. jum,controlDir=${prop. jum.shareclasses.loc},groupAccess, keeponfatal

Xzero=-Xzero
Xtrace=-Xtrace:none

Djavapolicy=-Djava.security.policy=3{rcp.home}/../java.policy
maxt=-Xmaxt0.6

jum.shareclasses.loc ${rcp.data}f.conFig/org.eclipse osgi | modify
# launcher will ensure ] 1oh exists before jum launching

jum.shareclasses.fullpath = ${prop.jum. shareclasses loc}

modified:

vmarg.
vmarg.
vmarg.
vmarg.
vmarg.
vmarg.
vmarg.
vmarg.
vmarg.

Xminf=-Xminf0.1

Xmn=-Xmn7m

Dshare=-Xshareclasses :name=xpdplat_. jvm,controlDir=${prop. jvm.shareclasses.loc},groupAccess,h keep,nonfatal
Xnoverify=-Xverify:none

Xgcpolicy=-Xgcpolicy:gencon

Xzero=-Xzero

Xtrace=-Xtrace:none

Djavapolicy=-Djava.security.policy=%{rcp.home}/../java.policy

Xmaxt=-Xmaxt0.h

jvm.shareclasses. 10cEC\'/temp/xpdp1at|
shareclasses.l1ot= onfig/org.eclipse.osgi

# launcher will ensure jvm. shareclasses. fullpath Tocation exists before jvm launching

I S R s L LR L B = PN L T . B B Y L

# jvm.



Lotus Notes 8.5.x on XenApp — Tuning memory

Prerequisites when changing the Java shared classes location:

At least the parent directory (here C:\temp) must already exist, otherwise a client will

still use the standard location:

5:20:5.. Girnotes2 exe 5048 BhReadFie C:Users' UserT  Notes  Data'workspace®. corfighorg eclipse.osai\C24002A32P xpdplat_jvm_G06
5205, [
E;:E Bl jvm.properties - WordPad
52:% File Edit View Insert Format Help
5:20:5... ~ :
5:20:5... Dlilnl %ll}kl ﬂ cl‘!!I°||E|ﬂ| @
RI0E . f
:H:E vmarg.Xnoverify=-Xverify:inone
E:f:';"' vmmary.Xgepolicy=-Xgecpolicy:gencon
:;:E vmary.Xzero=-Xzero
fame vmarg.Xtrace=-Xtrace:nons
205
E.An.E ] barsol loc=CS1lr fezonfig/org.eclipse.oagi
1r Jvm.shareclasses.loc=C:/tenp/xpdplat
k2 RN a T T Enonrs awrm onorastagoas Fuullrnath TAaca+ri;sn aviestrs hafara St Tammnehdne

* Don't forget clean up of the old cache files in the user data directories:

< = Local D@W:} = Motes = Data = workspace = .config = org.eclipse.osaqi -)

1elp
e
Mame = I vI Date modified | vI
| .manager 132009 4:49 PM
. bundles Q1372009 4:49 PM
L | .bundledata.a 1372009 9:55 AM
| ] azv.a 9/173/2009 9:55 AM
rsEakeE U132009 255 AM
L | C240D2832P _xpdplat_.jvm_G04 132009 2:49 A
C24002A52P _xpdplat_.jvmn_&E06 Q13,2009 9:55 AM
| TROSCache. =pd 9/173/2009 9:55 AM

min. 64 MB garbage per user/directory!

24



Lotus Notes 8.5.x on XenApp — Tuning memory

* The cache size is defined by vmarg.Dscmx=-Xscm...
* Cache statistics can be reviewed in a Java core dump
(..\workspace\logs\javacore*.*), created by NSD:

BSECTION SHARED CLASSES subcomponent dump routine
NULL R R R R N N
NULL

1SCLTEXTCSUM  Cache Summary

NULL = ===mmmmmmmmmm—mee-

NULL

2SCLTEXTRCS ROMClass start address = Ox11487000
2SCLTEXTRCE ROMClass end address = Ox11DODEYS
2SCLTEXTHSA Metadata start address = Ox149754DY
2SCLTEXTCEA Cache end address = Ox15450000
2SCLTEXTRTF Runtime flags = Ox2CBE22SF
2SCLTEXTCGN Cache generation = 6

NULL

2SCLTEXTCSZ (cache size = 67108492 )
2SCLTEXTFRBE Free bytes = 46560908
2SCLTEXTRCE ROMClass bytes = 12237660
2SCLTEXTAOR AOT bytes = 4188284
2SCLTEXTNOB Java Object bytes =0
2SCLTEXTRUB Readlirite bytes = 224908
ZSCLTEXTBAM Byte data bytes = 3344928
2SCLTEXTBAM Metadata bytes = 551804
NULL

2SCLTEXTNRC Number ROMClasses = 5217
ZSCLTEXTNAM Number AOT Methods = 2862
2S5CLTEXTNOJ Number Java Objects =0
2SCLTEXTNCP Number Classpaths = 3
ZSCLTEXTNUR Number URLs = 106
ZSCLTEXTNTK Number Tokens =0
2SCLTEXTNST Number Stale classes =0
2SCLTEXTNST Percent Stale classes = 0%

NULL

2SCLTEXTCPF (E;che is 30% Fuii)

NULL

1SCLTEXTCHST  Cache Memory Status

NULL = =======smesee-—ee---

1SCLTEXTCNTD Cache Name Memory type Cache
path

NULL

Memory mapped file

EC:/temp/xpdplat\C240D2932P:xpdp1at_.jum_GGS )

MITET




Lotus Notes 8.5.x on XenApp — Core Dumps s (se2) <)

/& 4
Memory core dumps consume a lot of disk space NOTE “’ YOMINO
(here 300 MB per dump): ADMINCGAMP
» NotesData = Userl = Lotus = Motes = Data = workspace - logs A [m] ISEE--;--
Tools  Help
FHviews » B3 furn
“h

Mame |-| Date modified | ﬂ Type
|| core, 20090916, 174120,5004.0001.dmp 9/16/2008 5:42 PM  DMP File
| javacore, 20090916, 174120,5004.0003.txt  9/16/2009 5:42PM  Text Document

B Viewer Translations. js 9/16/2009 5:15PM  JScript Script File I2KB
|=| Trace_Viewer, xml 9/16/2008 5:15PM  ¥ML Document 25 KB

Over time, sufficent free disc space is at risk

26



Lotus Notes 8.5.x on XenApp — Core dump location

To reduce this problem, use two different, but supplementary workarounds:

* Delete the core dumps periodically (e.g. when logging off)
Pro: Disk space is only consumed during the session
Con: Valuable analysis data is lost

* Relocate the directory where dumps are written when data directory is network drive
The directory locations are specified in the file rcpinstall.properties:

env.set.IBM_JAVACOREDIR=%{rcp.data}/logs
env.set.IBM_COREDIR=%{rcp.data}/logs
env.set.IBM_HEAPDUMPDIR=%{rcp.data}/logs

change to e.g. local temp directory of the user:
env.set.IBM_JAVACOREDIR=%{env.TEMP}/logs

env.set.IBM_COREDIR=%{env.TEMP}/logs
env.set.IBM_HEAPDUMPDIR=%{env.TEMP}/logs

%temp% should be user specific!

Reminder: By default, %temp% is deleted as soon as a session ends on Terminal
Servers
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Lotus Notes 8.5.x on XenApp — Reducing Log size

Workspace » logs By default, a maximum of 64 MB log files is allowed:

Freigeben fiir = Bren

~com.ibm.rcp.core.internal.logger.boot. RCPTraceHandler.count=10
Name com.ibm.rcp.core.internal.logger.boot. RCPLogHandler.count=6

¢ error-log-0.xml . ) .
com.ibm.rcp.core.internal.logger.boot. RCPLogHandler.size=4000000

£ error-log-1.xml : ) :
com.ibm.rcp.core.internal.logger.boot. RCPTraceHandler.size=4000000

¢ error-log-2.xml
£ error-log-3.xml
o error-log-axml  OPecified in rcpinstall.properties
£ error-log-5.xml
¢ trace-log-0.xml
£ trace-log-1.xml
¢ trace-log-2.xml
£ trace-log-3.xml
¢ trace-log-4.xml
£ trace-log-5.xml
¢ trace-log-6.xml
£ trace-log-7.xml
¢ trace-log-8.xml
£ trace-log-9.xml
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Lotus Notes 8.5.x on XenApp — Tuning notes.ini settings

Cache.ndk

Cache.ndk should be located locally, if user data directories on
network shares are used, e.g.
cache=C:\Users\chenseler\AppData\local\Temp\cache.ndk

The default size (30 MB) of the cache.ndk can be modified, using:
UserSetCacheQuota=1
UserCacheQuotaSize=65535 (value in KB, here 64 MB)

Only applies if cache.ndk is created.
Does not affect existing cache files.

Log.nsf
A performance improvement might be achieved by not using log.nsf:
Log=,1,0,7,20000

DISABLE_CLIENTRECORD=1
,Update Client Information in Person Record” AdminP requests are disabled.

PercentAvailSysResources:
Don't use it anymore (obsolete since 8.0)
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Lotus Notes 8.5.x on XenApp — Tuning AV Settings

It is mission critical to configure AV settings on XenApp servers!
I've seen 10-30 sec. hangs in Notes, caused by AV protection.

Exclude the following files and/or directories from real time scanning:
Lotus Notes Program directory

*.nsf,

*.ntf,

*.ndk

* xml,

*.prefs,

*.properties

Java Shared Classes cache (*_xpdplat_.jvm_7*)

others:: *.log, *.txt, *.nbf, *.ncf

or use a task whitelist:
notes.exe, ntaskldr.exe, notes2.exe, nlnotes.exe, etc...
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Lotus Notes 8.5.x on XenApp — Migrating data

In many cases, existing user data directories must be moved, because they
do not end with ,\Lotus\Notes\Data“.

Method a) session-centric
The data is migrated in user context, e.g. using log-in scripts, Active Setup,
Launchers, etc...

Method b) file server centric
The data is migrated by an administrator for all affected users (at once)

It depends on customer situation, if data should moved or copied.
Pro move:

* Fast

* No additional disk space required on file servers

Pro copy:
» Coexistence with older Lotus Notes clients
* Fallback scenario

As soon as a XenApp-server has been updated, all user that connect to this server
must be updated appropriately.
Hence, XenApp farms should be upgraded en bloc in most cases.

Alternatively, a user by user migration to dedicated XenApp servers is possible, but
with higher administrative efforts
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Lotus Notes 8.5.x on XenApp — User Shortcuts

Don't forget to clean up any Shortcut referencing the previous Notes version:

1. After 8.5.1 upgrade, users were using there old Notes 6 shortcut,

referencing <oldpath>\nIinotes.exe and they got an error: ]

A Theitem 'ninokes.exe’ that this sharkcut refers ko has been
7 changed or moved, so this shortcut will no longer work propetly.

Do wou wank to delete this shortout?

2. They ,Notes guru® of the department found the ,solution®: 2
and he presented/communicated the solution to the wholg == sl sl
department, so we got no incidents/calls... AT Lo NaesGs

Target type:
Target location: Motes -
Unfortunately, he forgot: Tanget: Igram FiIes\Notes\nlnotes.e:(e\/"jw\:\if'lioﬁ\idat)ai/

Start in: I"E: “Program FilestMotes"
Shortcut kew INone
Bun: INormaI window j
Comment: I

( Eind Target... |) LChange Icon... Advanced... |

3. In effect, the whole department was using Lotus Notes 8.5.1 Basic with their old
Lotus Notes 6 data directories, which were left for coexistence/Fallback.

This wasn't a user error. They've done, what they always did.
We hadn't reckoned with the resourcefulness of the users




Lotus Notes 8.5.x on XenApp — User Shortcuts

Meanwhile, after the old Lotus Notes version has been uninstalled,
| use a tool to delete any shortcut that references notes.exe, ninotes.exe,
nminder.exe, Killnotes.exe, etc... in the target property.

If run in admin context, it parse the whole profiles directory and deletes
* Program group Shortcuts

* Desktop Shortcuts

* Quick Launch Shortcuts

* Pinned to taskbar Shortcuts

: Lotus Notes Remove Shortcuts Utility 09/17/2010 11:49:21 on computer CTX1

: IP-Adresse des Rechners: 10.10.10.1

success: Shortcut C:\Users\cschoeneichMApplication Data\Microsoft\Internet Explorer\Quick Launch\Lotus Notes 6.5.1nk
successfully deleted.

success: Shortcut C:\Users\rmueller\Application Data‘\Microsoft\Internet Explorer\Quick Launch\Lotus Notes 6.5.1nk
successfully deleted.

|
success: Shortcut C:\Users\rmueller\Desktop\Lotus Notes 6.5.1nk successfully deleted.

To handle roaming OS user profiles, it should be run once again in user

context, where only the current user profile is cleaned.
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Lotus Notes 8.5.x on XenApp — Application Delivery

Now that Lotus Notes 8.5.x has been installed successfully on the XenApp
servers, how can user access it?

There a different ways, to deliver an application to the client:
* Published Server Desktop

* Published Application

e Streamed Application

Clients needed for Application access
* XenApp online plugin (Full/Web)
* XenApp offline plugin
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Lotus Notes 8.5.x on XenApp — Server Desktop

The only supported way to access Notes on XenApp is as Published Server
Desktop, here as CTX1 Desktop icon on the user's Desktop

@ Home - IBM Lotus Notes iy "
File Edit WView Create Actions Text Tools Window Help

IR DEO-BS 9] A=l b s u gy

Click here for Home Page options w

@ Lotus Notes 8.5 Home

| | J Calendar N%WJJ

User has to handle a different desktop

It's obivous that a different computer is accessed.

Extra work to protect the server's desktop against end user access.
Extra Application window with different look and feel

I i
ADMINCAMPEP

. 1 [ 2 |
€ e @le
e
—le e
®a | ¢
® s r-/
NTES

Tl
DIES & DOMIND.
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Lotus Notes 8.5.x on XenApp — Published Application I.(:f;)'jj

Lotus Notes as published application: IU;—*’ g%

* Although still installed on a XenApp server, only the program icon is ADMINCAMP
published to the client

(B DE20-88 6| H|l 2 basuidyrZ R REI=E ¢ (&~ )
Click here for Home Page options w

&
B
Lotus Notes 85 Home TE e
‘ @ Mail | New
‘ Calendar | New |
a Contacts l New
‘ | To Do [ NEw 4

The delivered application is seamlessly integrated into the client environment
* Desktop icon (optional)
* Program group (optional)

* Look and feel like a locally installed application 36



Lotus Notes 8.5.x on XenApp — Published Application

Important: \When configuring Lotus Notes as published applciation, set the
working directory to the original working directory, not to the user's data

directory!

Lotus Notes 8_5_2 - Application Properties x|
Properties: Location
Enter the command line for the application you want to publish. You can also specify a

[]- Basic
i Name

e Users

. i Shorteut presentation
(I Advanced

- Access control

- Content redirection
- Limits

- (lient antinns

default working directory for users. More..

Command line:
"C:\Program Files*"JBM"Lotus"MNotesnotes exe”

Browse...

Working directory:
C:"Program Files"|BM*Lotus*MNotes framework*,

Browse...

gl

Main problem: File type association (FTA):

Mailto:

.vcf:

Problem with Shortcut

-
ﬁ-‘ Rudi Knegt Properties

“  pregram,

I . Unable to open this Internet Shortcut, The protocol "mailto” does not have a registered

Summary |Name and E-mail I Home | Work I Family | Motes | IDs |

Company: RKJ-Soft

lnb Tithan

Mame: Rudi Knegt

E-mail: rudi@rkisoft.de
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Lotus Notes 8.5.x on XenApp — Published Application ° ()<

By activating and configuring Content redirection, you can assign the NOTEE & DOMING
appropriate file types and protocols to Lotus Notes: ADMINCAMP

Lotus Notes 8_5_2 - Application Properties

b Mew WMzssage - IBMA Lotus MNotes
File  Fdt wiew  Create Artinas Tawr Tk Windowe  Felp

AETELES N ) Newr Message = -
E Basic . ’
: - Mame s WDES C .Z. ..:"‘ 2 ﬂ m 7‘?\ I
Type BExtension | File Type
. Location mmm Mo Description Available Send  Send and Fie.. Seve as Drafl Delivery Opiiors... [ =
.. Servers wef vCard File
- Users it IBM Lotus Notes template = Tu -‘?""-"""“7'‘:"r-':""i|
i i Shortcut presentation ns2 IBM Lotus Notes database _Eﬂ Cc |
E Advanced ns3 IEM Lotus Motes database . : B |
- Access control nsd IBM Lotus MNotes database subect |
- Content redirection nsf IBM Lotus Notes database -
- Limits ndl IBM Lotus Notes Link
- Cliertt options ics iCalendar File
- Appearancs vCS iCalendar File -
&ml eml file

Internat (1)

.-.-@flc'lsd:r.ulg

& MNotes Home page - IBM Lotus Motes
File Edit ‘“iew Tools ‘Window Help

] @Home S8 J Christian Henseler - Contacts

Contact Details

hudi Knegt
RKJ-Soft
rudi@rkjsoft.de

E-mail
Business: rudi@rkjsoft.de

Other Information
Messaging ID: rudi@rkjsoft.de

o
- 4+ Zesrrore results
< | 1refieshed

| maito:-@henselenarg Y | |'__;|':.rtdm|b_|

List
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Lotus Notes 8.5.x on XenApp — Application Streaming
' Y.
i

The world of Application streaming:

* Isolate applications

* Deliver applications on demand
» Server to server
e Server to client

Procedure:

1. Profile your App
2. Publish your App
3. Stream the App

Benefits:

* Use incompatible applications

* Use different versions of an app
* Put load off the XenApp server

")
-
1 ‘ = Access
= Management
o Console

License Management
Console

3. Profiler

Data Store Copy profile to
file server
HTTP
Publish
= ]. applications -
: TCPIIP }
: =
Licens:S-eﬁ;r-er Virtualize from |
AXenapp Streaming  XenApp
Plug-in
XML App Hub
1. Licensing P
Web Interface G
2. XenApp farm

Application enumeration and
alternatively virtualized applications |

XenApp Streaming Plug-i

*Figure taken from Citrix eDocs

Streaming applications
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Lotus Notes 8.5.x on XenApp — Application Streaming

The Streaming Profiler is the client component used to create the application

package (profile).

You have to think about

* Target platforms

* Languages

Use initiated updates
Inter-lsolation Communication
Signature of the package

New to Streaming Profiler 6.0:
Support for Services!

Use a clean machine with target OS
to create the Profile!

MNew Profile Wizard

Build Profile
Your profile is ready to be buikt.

COnce built, your profile must be saved to an App Hub.

Profile details:

- Profile -

Name: Lotus Notes 8.5.2

User Updates: Disabled

Digital Signature: Mot signed

- Target -

Operating Systems: Windows Vista [All service packs]
Windows Server 2008 [Al service packs]
Windows 7 [All service packs]

Languages: All languages

Boot Drive: C:

Applications: Lotus Notes 8.5

Lotus Motes-Diagnosedaten erfassen und Motes beenden
Lotus Motes-Diagnosedaten erfassen und Motes weiterhin ausfihren
MNotes Minder

< Back |[ Finish ] | Cancel ||

Help
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Lotus Notes 8.5.x on XenApp — Application Streaming

After the profile has been created, it is copied to one or more file servers
(Application Hubs):

[ Lotus Notes 8.5.2.profile - Citrix Streaming Profiler for Windows =

File Edit View Tools Help

BEHEBGQ®

- Lotus Notes 8.5.2 Information | Targets i Applications | File Types | Digital Sigriatures |

Saving Profile Rp—

Saving profile to App Hub

On the File server, the directory of the profile must match the profile name!

0"?3’5 1825f369-fcSc-42d4-832f-a8b6088d8660_1

& ocaloisk € Al | st GUl Profile version
e2af925b79b2de7 Hashes
inetpub Icons.bin
NotesShared

Proagram Files
w). Share
Application Hub
Adobe Acroba
1825f869-fc
Device
C
fonts
Scripts

The users need access to the share!



Lotus Notes 8.5.x on XenApp — Application Streaming

When publishing the application, you define the type of the application as
Streamed Application:

Lotus Notes - Publish Application (3/8)

Wiew the application type. To change the type, use the Change application type task.

Choose the type of application to publish.

Steps
o " Server desktop
v ‘Welcome
Basic " Content
v MName ' Application
»  Type —Application type
Location " Accessed from a server
Offline access ~ Streamed if possible, otherwise accessed from a server
Users Server application type:
Shortcut Installed application ﬂ
presentation
Publish immediately O Frr

O Note: Tochange the application type after publishing it, you must use the Change Application
Typetask.

Quick Help

Grants users access to stream a profiled application to their client desktop and launch it locally.
Streaming to the client deskiop reguires additional licensing. Clients must match a target in the profile
and have Xenfpp Plugin for Streamed Apps installed locally. Clients that do not suppart streaming will
not be able to launch the application.

< Back MNext = Cancel




Lotus Notes 8.5.x on XenApp — Application Streaming Wl

The primary location of the profile can be accompanied by alternate profile JOTEZ & DOMING
locations, based on the IP range of the client: ADMINCAMP

Lotus Notes - Publish Application (4/8) - x| 1 otus Notes - Publish Application (11,12) x|
CiTR!X' CiTR!X'
Location ;. Alternate profiles
Select and configure the resource being published.
Steps Speciy the application location. ] Cenfigure alternate application profiles based on client IF range.
W Enter the UNC address of the manifest file for the Citrix streaming application profile you want to | Specify other profiles to use based on client IP addresses. More...
publish. Users "?f'f,} have access rights for the I[_:Nr:loﬁle you Sﬁllfy: for H@:arr[l%lle. r_||'_|ake Sul-rl?l_tl'hPB file ]
Basic server permits all of your target users to view and execute all files in the profile. To use or ! Pri licati ofile location:
HTTPS to stream applications, on the \Web server, create the mime type .profile = textixml. b s s on
Mame Mare. . I\\1 92.168.178.67\ShareApplication Hub\Lotus Notes'Lotus Notes profile
v Type ] Alternate profile locations:
. : ; - -
Location Citrix streaming application profile address: i Ry I ol
Offline access I\\192.1'53.175.6-7\Share\ﬂq3plication Hub"Lotus Motes'Lotus Notes profile Browse... |
Users
Shortcut Application to launch from the Citrix streaming application profile:
presentation bl N9 =pp P -
. ) Iliii?: Lotus Notes 8.5 =]
Publish immediately e
Extra command line parameters:
v Content redirectior
These parameters will be placed into the command line where the profiled application has
@ specified * a5 a parameter. If the profiled application has no™ in its command line *  Alternate profiles
parameters string, these parameters will be added to the end of the command line. User privileges
Add... Modify... Remove
< Back Mext = Cancel < Back MNext = Cancel
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Lotus Notes 8.5.x on XenApp — Application Streaming ® (see]¢

* A profile can be made available offline.

* The users that are able to use a profile offline, can be defined LD MINCAW

* The period of days a profile can be used offline can be configured

Lotus Motes - Publish Application (5/8)

 CiTRIX'

:  Dffline access

Offline access

Publizh immediately

St Allow users with offline access permission to use this application offline.
eps
1 v Welcome [~ Enable offline access
Basic Cache preference
v Offline appli ns are fully cached to user machines. Select if you want this application
toca sunch time. Applications pre-cached using other methods will not
v T be re ,
v
s Mz
> Offline access tr
Users {% Cache appl time
Shorteut
presentation

@ Xenlpp Flugin for Hosted Apps must be installed on user machines for offline access.

< Back I Next > I Cancel

XENAPPDEMO - Farm Properties

Properties: Dffline License Setfings

" Fam-ide Specify the number of days applications canwork offline. Licenses are automatically renewed at
B Server Defaut login and every day while logged in. Changes to the license period will take effect when the

- Offline Access

Cffline License Settings

license s renewed.

License period (2-365 days): |21 3:

0K I Cancel
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Lotus Notes 8.5.x on XenApp — Application Streaming ‘()/j
On the user's machine, you need the XenApp offline plugin to stream an I:u;;: r?ﬁ
application locally. ADMINGAMP
Initially, the profile if streamed to the client

Lotus Notes

(

Anwendung wird gestreamt...

A
L |

File View Tools Window Help

BE®

E____<) =

= B

 ———e—
The Open Button @ Toolbar Search @ The Sidebar
You can launch the following fram the A new and improved Search is always The sidebar provides easy access to:
Open list: available to you and allows you to use « SamenE Contatt= 0
« Mail® Web syntax for searches.

+ Activities @

+ Calendar @ + Day-At-A-Glance @
+ Contacts @ + Feeds ®

+ Symphony @

‘;(} Looking for more information?

Learn more about using Notes.
You can visit the Notes Web site. You can also provide feedback in the Notes 8.5 forum.

Onling «

You have new mail on DEMMAD1/SRV/HENSELER #
e ——— 45




Lotus Notes 8.5.x on XenApp — Application Streaming ® (2]
QLD
Under the hood: N S

NS JUIVITING
The profile itself is stored in the offline cache: ADMINCAMP
Citrix » RadeCache » 1825f869-fc5c-42d4-932f-a8b6088dBEE0 1 »
In Bibliothek aufnehmen « Freigeben fir = Brennen Meuer C
MName . Anderungsdatum
| Device 19.09.2010 16:32
H | FontData.dat 19.09.201013:29
ucht || Hashes 19.09.2010 16:32
| InstallRoot.dat 19.09.201013:29
| Preextract 19.09.2010132:29
=] SandboxData 19.09.201013:29

For performance reasons, the parts of the profile are streamed as needed:

At the beginning: At the end:

| 1825¢869-FcSc-12d4-932-a8b60SS 8660 1 19.09.2010 16 » Lokaler Datentrager (C:) » Programme » Citrix » RadeCache »
[ Eigenschaften von 1825f869-fc3c-42d4-932f-a8b608... @1 1en In Bibliothek aufnehmen - Freigeben fir = Brennen MNe
Allgemein | Freigabe I Sicherhett | Vorgangerversionen I Anpassen| L AL L
. 1825f869-fc5c-42d4-932f-a8bO0BE dB660_1 19.09.2010 16:32

] 1825 8694che-42d4-33X-a 80608348660 _1

-

Eigenschaften von 1825f860-fcSc-42d4-932f-a8b608... NS

Tye: Dateiordner Allgemein |Freigabe |Sic:herheit Vorgangerversionen I.F\npassenl
Ort: C:\Program Files"CitrxxRadeCache
Grihe: I_El:" MB (35.750. 679 Bﬂea | 182578654 he-42d4-53 X -aBb60BEd8660_1
GroBe auf ;
Datentrager 81,5 MB (85.954 560 Bytes) e Dsteiordner
Inhatt: 84 Dateien, 34 Ordner
Crt: C:\Program Files'\Citric\RadeCache
Grife: [270 MB (283 844 575 Bytes))
Grole auf

Datertrager: 274 MB (287.821.824 Bytes)

Inhalt: 1.660 Dateien, 535 Ordner
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Lotus Notes 8.5.x on XenApp — Application Streaming

The file system is client local (in contrast
to different publishing methods:

-

1! Choose a Notes Application or template file:

o

Suchen in:

5
Zuletzt besucht

Desktop

Bibliotheken

A
Computer
1V

MNetzwerk

| Data

5

71 Zuletzt verwendet
Bl Deskiop
e'iﬂi Netzwerk
= Biblictheken
& Ordner
| AppData
| Local
Lotus
Notes
.
‘\'.3. Heimnetzgruppe
M&| Computer
L__:,j Diskettenlaufwerk [A:)
& Lokaler Datentrager (C:}
L;,', DVD-RW-Laufwerlc (D)

4 |

m

£F EE-
Anderungsdaturn
19.09.201017:55
19.09.2010 17:55
19.09.2010 17:56
19.09.2010 17:57
19.09.2010 16:51
19.09.2010 17:57
19.09.2010 17:57

Typ

Dateiordn
Dateiordn
IBM Lotus
IBEM Lotus
IBM Lotus
IBEM Lotus
IBM Lotus

Dateiname: |

Dateityp:

|N0tes Database Files

=1
=]

3
Select |
Abbrechen
Hiffe

The user's data directory is, VOTES &

where defined by the app: AD N

v Chris » AppData » Local » Lotus » Motes » Data »

iothek aufnehmen « Freigeben fiir = Brennen Meuer Ore

-

Mame Anderungsdatum

; IBM_TECHNICAL SUPPORT

19.09.2010 16:32

, workspace
Jit) bookmark 19 010 16:59
|| Cache.NDK 19.09.2010 16:59

2010 16:59
010 16:59
010 16:32

010 16:32

| cluster.ncf
|| desktop8.ndk
| diagindex.nbf
|| frstrings.dat

Wil headline 1.2010 16:59
| ini.nbf 010 16:32
| JOBSCHED.MIF 9.09.2010 16:59

wil localfeedcontent 010 16:51

iid) log 9.09.2010 16:59
Al names 010 16:59
£ notes 9.09.2010 16:58
|| pid.nbf 9.09.2010 16:59
|| ticket.idt 010 16:59
|| user.dic 19.09.2010 16:50
|| user.id 15.10.2009 10:25

Here, a standard user directory in the
user's profile path
(as default for Multi-User Lotus Notes)
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Lotus Notes 8.5.x on XenApp — Application Streaming

The isolation level of a profile is defined by rules in the profile:

Zieleigenschaften - Windows Vista [Alle Service Packs] - Windows Server 2008 [Alle Service Packs] - Windows 7 [Alle Service Packs] | Deut... ﬁ

Allgemein .
;'-‘-ng'\l-vendungen Mit Reqeln wird definiert, wie die in der isolieten Umgebung dieses Ziels ausgefihrten Anwendunagen auf
- Systemobjekte wie Dateien, Registierungseintrage und benannte Objekte zugreifen. Standardregeln gelten, wenn

Zielbetriebssystem und sprache keine b rdefini Reasin vorhanden sind

Regeln eine benutzerdefinierten Regeln vorhanden sind.

Startanalyse

Start- und Endskripte Regeln:

Dienste —
MName Aktion Objekt Hinzuflgen...
Standardregel: Dateisystem ignorieren lgnorieren Dateien und Crdner
Standardreqgel: Dateisystem isoligren Isoligren Dateien und Ordner
Standardregel: Dateisystem streng isolieren Mur isolieren Dateien und Crdner
Standardreqgel: Reqistrigrung ignorieren lanorieren Registrierungseintrage !
Il T [

Regelbeschreibung:

K] [t




Lotus Notes 8.5.x on Citrix — Troubleshooting

General approach

How many users are affected?

Is a single server or a server farm affected?

Can the problem be reproduced using a ICA client?

Can the problem be reproduced using RDP?

Can the problem be reproduced when using the server desktop?
Can the problem be reproduced using the server console

Are both clients — Standard and Basic - affected?

NOo O~ WDN -~
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Lotus Notes 8.5.1 crashes with abnormal termination on Windows Server 2008

Problem:
Lotus Notes 8.5.1 crashes on MS Windows Server 2008.

Analysis:

NSD dump file:

WARNING (0): WCT Abnormal Termination Detected! Notes paniced because process notes2.exe (pid=...)
was missing.

WARNING (0): Javacore file ...\Lotus\Notes\Data\workspace\logs\javacore....txt was found. Please review
this file for further information on why notes2.exe abnormally terminated

Java core file:
1TISIGINFO  Dump Event "gpf" (00002000) received GPF for General Protection Fault

1XHEXCPMODULE Module:
C:\Windows\WinSxS\x86 microsoft.windows.gdiplus 6595b64144ccf1df 1.0.6002.18005 none
9e50b396ca17ae07\gdiplus.dll

Cause: Error in gdiplus.dll of Windows Server 2008

Solution: MS Hotfix KB971589 (seeTechnote 1414365)
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Lotus Notes 8.5.x on XenApp — Troubleshooting *(ee2)° )

Different Timezone settings of server and client. NOTES & DOMING
Citrix Farm Properties:

XENAPPDEMO - Farm Properbies

Properties: General _ﬂ I—I _d I—l

- Farm-wide _ - i B Cnline - i
- Connection Access Controls P O S ':'I‘llll‘lE =
- Connection Limits I Data collectors
- Health Monitoring & Recover | [ RAS servers I [::]:':':l 4:53 PM
- Conf(yration Logging ];.:.:| 1 |:| : 58 Ijl'...'l
- Memory/CPU —Client time zones

Bxclude Applications
- Optimization Interval ; ) _
Bl XenApp [¥ Estimate local time for clients

i Shadnw Prlicies

Does not apply to ICA Java clients!
Check Enable TimeZoneMapping=true in appEmbedClient.js

GPO:

¥ Use client’s local time

|—C'|tr'|x XML Service

= & Computer Configuration
- Sqﬁf'-.'are Sett.lngs select an item to view its description, Setting I State
- "_'"""-":_I':'_"""s S?tt"-'gs iz| Do not allow dipboard redirection Mot copfigured
| Administrative Templates C Allow time zone redirection Enabled
B &, User Configuration —
| software Setfings
- Windows Settings
E [T Administrative Templates
B [ Windows Components
E [ Terminal Services
~| Remote Desktop Connection Client
= [ Terminal Server
| Connections | |
~| Device and Resource Redirection 5 1
| Printer Redirection




Lotus Notes 8.5.x on XenApp — Troubleshooting

If only some users or specific clients are affected, the timezone problem may
be caused by a corrupted
HKLM\System\CurrentControlSet\Control\TimeZonelnformation Setting.

— Import the Registry hive from a working machine.

— SPR #DCON7VRMTR, fixed in 8.5.2

If the user creates a Calendar entry in the Notes Client (Standard) it is four
hours out (i.e., if entry should be at 14:00, it appears to be at 10:00).

On the Basic Notes Client, the entry is seven hours out, (i.e., if it should be
14:00, it appears to be at 07:00).

This issue is not specific to the template

— Caused by Citrx XenApp bugs (esp. tzuser.dll) that were fixed in XenApp
5.0 Hotfix Rollup 5 (PSE450R05W2K3002):

52



Lotus Notes 8.5.x on XenApp — Troubleshooting

If you are preventing access to the registry by policy

B

=

User Configuration

| Software Settings

| Windows Settings
?f} Remote Installation Services
=] Seripts (Logon/Logoff)

5!_;, Seruri] aoettings

% Policy-based Qs

Internet Explorer Maintenance
" Administrative Templates
. Control Panel
" Desktop
“| Network
~ Shared Folders
" Start Menu and Taskbar
= System

prevents the action,

To prevent users from using other
administrative tools, Use the "Run only

You're user may see the following error:

spedfied Windows applications” setting,

| User Profiles

| Windows HotStart
|i=| Download missing COM compaonents
|iz] Century interpretation for Year 2000
|i=| Restrict these programs from being launched from Help
|i=| Don't display 