Hands On SSL fiir Domino 8.5

SSL Installation auf Lotus Domino 8.5

Willkommen zum Domino 8.5 Hands On!

Im Folgenden gibt es einen step-by step guide zur Einrichtung von HTTPS am Domino Server mit
einem selbsterstellten Zertifikat.

Danach werden die Schritte gezeigt, die n6tig sind, um ein Client-Zertifikat in die Notes-ID zu bringen,
die es ermdglicht, verschlisselte / signierte smtp-mails auszutauschen.

Bernhard Kolb

www.ebe-edv.com

Bernhard.Kolb@ebe-edv.com
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Hands On SSL fiir Domino 8.5

Lab 1: SSL via Server Certificate Admin

1) Certserv.nsf 6ffnen

2) Create self signed certificate

3) Passwort vergeben lotusnotes

4)
5)
6)
7)
8)
9)

Bernhard.Kolb@ebe-edv.com

File Edit Mjew Create Actions Text Tools Window Help

)

@ Home = | & Server Cerificat...

IR DEREA-8 1« I(@-
| B & Y 4w sen 2e0 e Ry S

CEEEEEEIE)

Thiz form lets vou eazily create a key ring with a self-cedified ¢
rezulting ke ring iz ready for uze with 5501, butiz not appropri
zite due to the certificate being zigned by vourzelf instead of ap—

Key Ring Information

F.ev Ring File rselfcert.kyu
Mare

ey Ring M e |
Fazswaord

Fazzword Werify: r a

Diztinguizshed Name

Comman Mame r.-’-‘-.dminu:amp 20704

Drganization J‘EIKHJ
Crganizational J"J|{|:||:|ti|:|n.5||]|
LInit

City ar Locality jJJ|{|:||:|ti|:|n.E|I]|
State ar Province rNHWJ (no abbreviations)

Country rDEJ{t‘u‘u’D character country code) IIIE

Two-character representation for the country (e.g. US)

- @ =@ JA ac0in-

Selfcert.kyr und .sth ins Domino Data verzeichnis kopieren
Im serverdokument unter internet-Protocols SSL Keyfile angeben selfcert.kyr
https — YES

Serverdoc speichern

Tell http restart

Zugriff auf die Webseite via https

Admincamp 2010
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Lab 2: Zertifizierungsstelle einrichten

1) Certificate Authority einrichten
am server neue DB von der CCA50 Schablone erstellen

Mew Application IE
Specify New Application Name and Location
Sever [dino/dtech = ok |
e [

File name Im.nsf @
Encryption...
[ Create ful text index for searching
Specify Template for New Application
Sever  [dino/ditech |
Template E Domino Administrator (8) -

b Domino Blog (8)
%s Dominao Certificate Authority (B)

E Domina Cerificate Publication Requ
E Domina Change Control (6)
E Domina Directory Cache (6) -

File name Iccaﬁll].n‘ff About ..

¥ Show advanced templates
W Inherit future design changes Yy

2) DB schlieBen und neu 6ffnen
..sonst sind nicht alle Rollen dem aktuellen User zugeordnet...
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3) Create Server Certificate & Keyring

i Y
l5if) Admincamp CA - CASetup - Navigator - [EM Lotus MNotes E@Q

File Edit View Create Tools Window Help

Il |4 Home | | Bemhar x| .1 EBE Bri_

|| _-’f '—/I II_I-_|EIT C“ﬁ
|| Address -
-~
1
darr/nvo
B Certificate Authority S5etup
Certificate
Authority 1. Create Certificate Authority Key Ring & Certificate
Certificate 2. Configure Certificate Authority Profile
ALthhc.r'Hy
Configuration
gura 3. Create Server Key Ring & Certificate
Senrer ” oL
r
- =3 44 EBEs
= = —
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ﬁ Create Certificate Authority Key Ring - IBM Lokus Nokes

Hands On SSL fiir Domino 8.5

File Edit Mew Create Actions Text Tools Window Help

Ly ‘ﬁ' Home = @

| B & Y e e a0 e [l S

K.ev Ring File
Marme

ke Ring
Fazgword

r Pazzword Yerify

R

Countey

Thiz form lets you create the Cerificate Autharity key ring.

=2
=2
|_Key Ring Information [ P8
N
=2

= I

S0

ﬁp

ﬁ Distinguizhed Name
Cormron Marme:

& Crganization

@ Qrganizational
LInit

@ City or Localit

@) State or Province

=101 x|

% Create Certifica.. I

IR DE20-B 1@ (@&- Q)

Create Certificate Authority Ke

r Cakey kv g

F o

o

S

1024 4=

" admincamp 2010 4
"BEH 4
r g foptional)

rJlil:ll:ltil:lr'IEI':l
rNHWJ (no abbreviations)

1]

r DE  itwo character country code)
|

Two-character representation for the country (e.g. LIS) (two chara

- @ =@ S AC200 .

Das Certificate Authority-Keyring-File entspricht der cert.id in der Domino-Welt und wird fir
die spatere Ausstellung von Zertifikaten bendétigt.
Achtung: diese Datei wird lokal auf der Notes-Client Maschine erzeugt!

Bernhard.Kolb@ebe-edv.com
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4) Configure Certificate Authority
=i0ixi

File Edit Wiew Create Actions Text Tools ‘Window Help

;} SRR LD BT _

Al Eb i iy l&- Q|
@ﬁ] Uze thiz form o configure zetiings needed by the Cerificate duthaority application. - -
B (ie)
CA Settings Quick Help .=
Ca Key File rC:IF'rogram Files - The name of the Cé key
=k (<BENEMILotusiMote s\D atalACCaKey kyr ring file iz stored here =)
automatically when you
create it [fvou move the Ch B
c?‘,_)! ke ring file, you must B
@ update the path here so the
application can find it @
@ Certificate Server r\u\u'\-\-'\:\f.aclminc:amp.localJ - The OME for the zerver iz
B DS Mame needed for the autorm atic
N generation of the e-mail
ﬁi' thatis sentto users for
= cerificate pickup.
%. se 351 for ¥ “es [t thiz iz selected, the
ceificate automatically generated
ﬁ tranzactions? e-rmail will contain a
reference to the S50 port for
fi‘ zecure cerificate pick-up
@ Cetificate Server rBDJ -The part number iz alzo
Port Mumber needed for the automatic
@ generation of the e-mail
@ thatis sentto users for
cerificate pickup. Thiz iz
the TCRAF port an which
the Cedificate Server will be
running.
hdail confirmation Selecting thiz default option
of zigned iz for an e-mail
certificate to confirmation of a zigned L
requestor? cerificate request
Submit signed [ Yes Selecting thiz default
cerificates to option iz forthe zigned
AdminP far cetificate requestto be
addition to the subrnitted to the
Directory? Administration Process for
storage of the cerificate in -
| - | R =@ A AcH0 -

Achtung: (blicherweise wird Mailconfirmation auf YES gesetzt! Nur hier im Lab wird auf Mail
Benachrichtigung verzichtet.
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5) Create Server KeyRing
=i0ixi

File Edit Wiew Create Actions Text Tools ‘Window Help

{h\ Harme i : _ :’\J Sl L —

K | Hbiu:iyia- Q)

. - =
=) | @
B Create CA Server Key Ring @
=] L)
Uze thiz form to create the server key ring far the GA semver. When vou submit the farm, Darming will @
B carry out all the internal steps of creating the server key ring, creating the server certificate request, @

sighing itwith the CGA cedificate, then installing the Ca cedificate and the signed server certificate into
the zerver key ring. &=
w . . _ B
@ Mote: Once the server kay ring has been created, vou should use the Server Certificate Admin
& application to view and rmanage the server key ring contents. @
@
[ Server Key Ring Information
Eﬁ’ K.ev Ring File Jdkeyfile.kyu Specify the name and
Marme: pazaword forthe server key
= Key Ring F q ring file wou are creating.
%' Pazgword:
‘ﬁ Password Werify, T
Sidebar
"
@ Ky Size: 1024 Q= k.ew Size iz the zize of the
- public/private key pair in
':?:' bitz. The larger the key
@ zize, the greater the
encryption strenagth.
Mote: "ith International
Editions of the Domino
zerver, the 1024 bit key size
cah anly be used if vou
qualify for and have
purchazed a Yerisign
Global Serer D
Ca Certificate rAdmincamp 2010, Thiz label identifies the CA
Label Truzted Root certificate that
iz automatically installed in
the zerver key ring vou are
creating. -
| - | R =@ A AcH0 -

6) Die beiden Dateien Keyfile.kyr und Keyfile.sth aus dem lokalen Notes Data Verzeichnis ins
Data Verzeichnis am Domino Server kopieren
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7) Im Serverdokument des Domino Directories unter Ports — Internet Ports SSL aktivieren
@ Server: Domino, kolb - IBM Lotus Notes o ] [

File Edit ‘iew Create Actions Text Tools Window Help

) 4 Home < M kolb's Directary - Ser (CICRE | Server: Dominokolh
H K]
Ly

o D=2 a-H2 @ : (8= &~ Q|
L BN UL R R
) Save & Cloze Create Web... } Examine Motes Cerificate(s) Cancel -‘.t‘::'
I._| ] ] ] ] & || hir)
= || Baszics | Securltyl Portz... I Server Tagks... | Internet Protocolz... | MTAz... | kdizcellaneous | Tranzactional L
=
ik Motes Netwark Ports | Internet Ports... I Proxies | =
S
(i . . &Y
l@ S5L key file name: kewdile kyr @
S5L protocol verzion (for usze P egdtiated v
@ with all protocols except HTTF): g a=
I » Accept 551 site cedificates: © Yes & Mo
iﬁ' Accept expired S50 cerificates: & ez 7 Mo
=) S5Lciphers: RC4 encryption with 128-bit key and MDE MAC
ﬁ* Modity RC4 encryption with 128-bit key and SHA-1 MAC
& _|° ! Triple DES encryption with 168-bit key and SHA-1 MAC
DES encryption with 56-bit key and SHA-1 kA
c:_, RC4 encreption with 40-bit key and kD5 bAC
@ | EnsbleSSLVZ [T Yes
{85L"%3 iz alwaws enabled)
fﬂ’\} Weh I Diredmyl hd ail I DIIOF'I Remote Debug kanager | Server Controller
TCPIP part number: I
TCHIP port status: "Enabled J=
Enforce server access rNCIJLI
zettings:
Authentication options:
MHame & paszword: rYESJLl
Ananyrmous: rYESJLl
S5L port number: r443J
S50 port status: rEnablEdJLI L
Authentication options:
Client certificate: rYESJLI
MHarne & pazzword: rYESJLl

ANonymous: rYESJ;l EE
1] |

Enter the name of the S5L key ring the Domino Web server uses for encryption activities.
| = @ =2 AC2010 -

auf der Serverconsole mit tell http restart den http Task neu starten bzw mit load http
starten falls er noch nicht lduft
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Lab 3: Cerifier migrieren

1) Migrate certifier

Admin Client — configuration — Migrate Certifier

Migrate Certifier E

fﬁ Miarate certifier file ta Certificate Autharity Process:

Fleaze zelect sither a Lotus Motes certifier [D file ar a certifier

kewring file:

{33

Migrating the certifier to CA process provides several key benefitz. For more information, see the
Dromino Administration Help.

2) Select Keyring File -> ICL DB anlegen

Migrate CN=Admincamp 2010,/0=BKH/ST=vienna,/C=AT

Basics | Certificates | Misc. |

bigrate certifier with id/keyring: C:4Program Files [#86]4BM4LotusiH atez\Datah b CCAK ey kyr

Select the server an which thiz certifier will rirn; IDDminDa’kDIb j

Mame of |ICL database to be created: Ii-:l"-.-i‘-.l:lmincamp 2010 nsf

Haw thiz certifier iz protected

Encrypt certifier D with: Locking |D Lacking Id...

™ Require pazsword to activate

Pazsword: | | Fie-enter Password: |

Administratonz]

CAA BA Mame Add...

Lizt of
adririgtratars

[+ [+ Motes Admindkolb

] | | Caricel

Bernhard.Kolb@ebe-edv.com Admincamp 2010
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3) Certreq.nsf anlegen
File — Application new (certreq.ntf)

Mew Application

Title I.-’-‘-.u:lminu:amp Cerificate Requests

File name I.-“-‘-.dmincamp"«.-’-‘-.l:Fi.nsf

Encruptiar...

[ Create full text index for searching

H B

L k|
il

| Advanced.. |

SErver

Template Bookrmarks [3.5])

i< Certificate Requests [8]
m Cluster Analyziz [B]

m Core Elements

m D atabaze Analyziz

m D ecommizsion Server Reportz

L] L

File name Icertreq.ntf

¥ Show advanced templates
¥ Inherit future design changes

Bernhard.Kolb@ebe-edv.com Admincamp 2010
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4) Konfiguration

DNatabase Adminrstration:

Supported Ca; Eewer:rDDminDIkDIlel
Cer‘tifier:rCN=.ﬁ.dmincamp 2071000 =BKHIST=vi¢

Supported Cedificate Tvpes:  Client Cerificates Only
' Server Cerificates Only
¢ Both Client and Server Cerificates

Client Hequest Customrzation:

Walidity Period: rEJyears
Kevllzages: rI:iligital Signature, Kev Encipherment ;=]
Extended Key Uzages: " Client Authentication, Ebdail Frotection =]

Server Reguest Customization:

Walidity Period: T ) WEars
Kevllzages: rI:iligital Signature, Kev Encipherment ;=]
Extended Key Uzages: " Server Authentication |

Hequeszt Proceszing:

Frocezzing hethod: rMEII"IUElJ;I

Manl Notification:

kdail confirmation of handled
regquest to requestor?

Achtung: auch hier normalerweise Mail confirmation -> YES. Nur hier im Lab werden keine
Mails versendet

5) CA Servertask starten
Auf der Sevrerconsole: load ca

Bernhard.Kolb@ebe-edv.com Admincamp 2010 Seite 11
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6) Im Browser einen Request erstellen
Mit dem Firefox auf http:/127.0.0.1/Admincamp/ACR.nsf

£%) Mogzilla Firefox o ] 4|
Ele Edit ‘Miew History Bookmarks Tools  Help

o c

Q I |£| i | htkp: f v, admincarmp. localicertreq. nsf

R SE

a2 R

2| Most Visited # Getting Started ) Latest Headlines

| nin) bkt /i, admincamp localfacca.nsf - = I ny_) hittpe: [, adminca... localcertreq nsf < I uy,l http:/ /www.admi...cal/certreq.nsf % | - | -

darnno

Certificate
Authority

Request Server
Certificate

Pick Up Server
Certificate

Accept This Authority In Your
Server

Accept This Authority In Your
Browser

Request Client Certificate

Pick Up Client Certificate

Y

Request a Client Certificate for Netscape Navigator or

Compatible
Use this form to enter the information reguired for your client cerificate request.

Certificate Info:
The following information will be included in your client cerificate.

our Full Marne: Thormas Bahn e.q. John Doe

Organizational Unit(s):

Organization:
City/Locality:
State/Province:

ass0no

Schleswig-Holsteir Mo abbreviations
Country: DE
E-Mail Address:

2 letter country code, e.g. us

thomas bahn@assono.de -

Your e-mail address is required if you will be using this cerificate
far S/MIME e-mail.

Contact Information:
Provide the following information in case the Certificate Authority needs to contact you.

Return E-Mail: thomas bahn@assono.de
Directions for picking up your cerificate will be sent to this ermail |
|D0ne |D:"":g'—H..‘r'~"\til¥é
Damit ist der Request in der certreq.nsf
Dort selektieren und -> Submit to adminP
Bernhard.Kolb@ebe-edv.com Admincamp 2010 Seite 12
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7) Im Administrationsprozef} freigeben
in der Admind4.nsf in der view Certificate Requests

@ Administration Requests - Certificate Requests - IBM Lotus Notes -0 x|
File Edit View Create Actions Tools ‘Window Help

BAREWSETAERE 7 Administration Requests - Certifica... X ] ...
N-29@ %= EBRAEH (o= (£ - Q)
P U B Y
7 Administration Requests 2)Help =
&2
& R _ _ Ch State Modified  Subject Name =
Administrative Attention Requirsd ¥ CM=pdmincamp 207 I0=BKHIST=viennalC=AT =]
[ZPending Administrator Appraval iy
D Iﬂlnt:li\p'it:lual»\Bq:q:nro\p'al Required e - s — — @
- Pending by Age - E .D.‘I .34 EMAIL—thUma bahniaszono defCh=Thomas BahniO=3ssonofST=S =
= Pending by Server lzsued by Cerification Authority
17 T &l Activity by Server 0a52011:32 EbdalIL=Bernhard@kolb.cofCH=Bernhard KolbfO=EBEIST=viennalC=4T | &l
l@ [&=*Errars 0920 11:11 ErAIL=rmm@test locallCN=hax Muste/O=BKH/L=viennalST=viennalC: @
& M alErrors by Date |
D 1 &l Errors by Server
(B
r e

| Using application on Dominodkolk - | ] ACZ2010 -

Eintrag editieren
optional: Zuordnung zu einem Personendokument (oder Not Published auswahlen)

8) Zertifikat zum download bereitstellen
In der certreq.nsf den Eintrag selektieren — Pull request

@ Certificate Requests - Pending/Submitted Requests - IEM Loktus Notes o |EI|1|
File Edit “ew Create Actions Tools ‘Window Help

- 2@%%t=2BRACEH (a0 1= Q)

L I R N Y
Yl Certificate Requests o S e cled Reruests @

\incamp p

& t Information i)
¥ CH=Admincamp 2010/0=BKHIST=viennalC=AT @
B ¥ Submitted to Administration Process @
. v 200072:34 Client Beguest from Thomas Babn thomas babn@azsong del .
200091110 Client Beguest from bax Muster (mm®@test.local)

I3 4 * Bl

| 1 document selected - =3 AC2010 -

Der Request liegt nun in der View Issued Certificate Requests

Dort den Eintrag 6ffnen ind die Pickup ID kopieren

Bernhard.Kolb@ebe-edv.com Admincamp 2010 Seite 13
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Lab 4: Client Zertifikat installieren

1) Im Firefox das Zertifikat abholen und akzeptieren

4%} Mozilla Firefox -0l x|
File Edit iew History Bookmarks Tools  Help

@ c Q I..ii_i:i'|http:,f,l'www.admincamp.Iocal,l'certreq.nsF T_T & I"'V|Gougle pe g b

£ Maost Yisited "Gettlng Started 5y Latest Headlines

| u_uj http: f v, admi.. localfacca,. nsf 22 l ug)‘l hikkp: e, admi. .. alfcertreq.nsk =< ] ll-l_,l http:/ fwww.a.. . fcertreq.nsf < | - | -
. Pick Up Client Certificate

damm/no When your certificate has been signed by the Cerificate Authority and is ready

for pickup, you will usually receive an e-mall containing the URL where you can

pick up the cerificate. If you do not receive an e-mail, you can use this form to

< 1y ick ifi b iding the Pickup IDVin the field bel c
- pick up your certificate by providing the Fickup [Din the field below. Contact
Athority your Cerificate Autharity to obtain the Pickup 1D.

Enter the Certificate Pickup ID below:

Request Server Pickup 1D
Certificate

Pick Lp Client Certificate
Pick Up Server

Certificate =
| Dane

Damit ist das Zertifikat dann im Firefox

Bernhard.Kolb@ebe-edv.com Admincamp 2010
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2) Exportieren via: Extras — Einstellungen

Einstellungen

i

0 o8 & o &

Allgemein Tabs Inhalt  Anwendungen  Datenschutz  Sicherheit

T

.

Erweitert

Allgemeinl Ne‘uzwerkl Update | Verschlasselung |
Protokelle
N : :
[]: S5L 3.0 verwenden: TLS 1.0 verwenden
Zertifikate
Wenn eine Website nach dem persénlichen Sicherheitszertifikat verlangt:
() Automatisch eins wihlen @ Jedes Mal fragen
Zertifikate anzeigen ] ’Ee_rt'rﬁkaispenliste ] [Eaiidierung l ’El},rptugraphie-l'u'mduie
L

| oK | [Abbrechen | | Hitfe |

Zertifikate anzeigen -> Sichern

Thre Zertifikate | Personen I Server I Zertifizierungsstellen I Andere|

Sie haben Zertifikate dieser Organisationen, die Sie identifizieren:

4 BKH

Zertifikatsname Kryptographie-Modul Seriennumrner Lauft ab am

Bernhard Kolb Software-Sicherhetsmodul 4C:73:99:FE 23.08.2012

[&nsehen... ] [ Sichern... ] [ﬂhesichem...] [lmpurtiemn...l [Lﬁschen...

damit wird das Zertifikat (public und Private Key) in eine Datei exportiert

Bernhard.Kolb@ebe-edv.com Admincamp 2010
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Im Internet Explorer der Ausstellungsstelle vertrauen

mit dem IE die ACCA.nsf 6ffnen und ,, Accept This Authority in your Browser”

-

@ https://email.ebe-edv.com/ACCAnsf - Windows Internet Explorer
- - .

o

—

@ O; ["' zertifikat vertrauen ie 8 pe v|
- - —ﬁ _-r'- o — i ——— = — —
7.¢ Favoriten | 55 || Search Service Applicatio... @& Home - EBE Portal & Vorgeschlagene Sites
95« | @ https/fe.. X :| | - v [ @eh v Seitev Sicherheitv Extrasv @~

-

darnnvo

Trust This Authority in Your Browser

In order to access a server that is running SSL with a certificate

Certificate
Authority

that has been signed by this Certificate Authority, you need to
indicate in your Web browser that you trust this Certificate
Authority.

The information contained in the Certificate Authority
certificate is as follows:

Bernhard.Kolb@ebe-edv.com

m

Accept This Authority In Country: AT

Your Server

State or province: vienna

Request Server Common name:  Admincamp

Cerificate Organization: BkH
Organizational

Pick Up Server unit: _

Certificate City or locality:

Accept This Authority in Your Browser

Accept This Authority In
Your Browser

Request Client Certificate

“ Pick Up Client Certificate

Register Client
Cerificate

-

€D Internet | Geschiitzter Modus: Aktiv

iy v ®100%

-
Zertifikatspeicher auswahlen u

Wahlen Sie den Zertifikatspeicher, der verwendet
werden soll,

[ | Eigene Zertifikate -
- R
7| Organisationsvertrauen i
[ 7| Zwischenzertifizierungsstellen

[ 7| Active Directory-Benutzerobjekt |

LT Mertransnewiirdine Harsnznshsr
4 | I | b

[] phys=ikalizchen Speicher anzeigen

QK ] [ Abbrechen

Admincamp 2010
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4) In den Internet Explorer importieren

& —— -
Internetoptionen M

Verbindungen | Programme I Erweitert |
Allgemein I Sicherheit Datenschutz | Inhalte
Inhaltsratgeber

@i Filter helfen Thnen bei der Kontrolle der Internetinhalte, die auf
diesem Computer angezeigt werden kénnen,

[ '@:‘.ﬁ.kﬁuieren... ] 'E'_;'Einstellungen

Zertifikate

Fertifikate werden fir verschlisselte Yerbindungen und zur
ﬁ Identifizierung verwendet,

[ 551 -5tatus ldschen ] [ Zertifikate ] [ Herausgeber ]

AutoVervollsténdigen

AutovVervollstandigen speichert [ Einstellungen ]
vorherige Eingaben auf Webseiten und
schlagt Ubereinstimmungen wvar.,

Feeds und Web Slices

E Feeds und Web Slices bieten Einstellungen ] |
B aktualisierte Inhalte von Websites, die

in Internet Explorer und anderen
Programmen gelesen werden kdnnen,

QK ] [ Abbrechen Ubernehmen

e
Es missen die Attribute gesetzt werden — das geht im IE...

Bernhard.Kolb@ebe-edv.com Admincamp 2010 Seite 17
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-
Zertifikate
s | mme—

Beahsichtigter Zweck: [ <Alle

Eigene Zertifikate |Andere Personen | Zwischenzertifizierungsstellen | Vertrauenswiirdige | * | * i

Ausgestellt fur Ausgestelt von
[51Bernhard Kolb EBE-EDV CA

Ablaufda... Anzeigename
04.00,2011 <Keine:

Exportieren... Entfermen

Beabsichtigte Zwecke des Zertifkats

Weitere Informationen ber Zertifikate

Anzeigen

importieren...
wichtig: Schlissel als exportierbar markieren!

Bernhard.Kolb@ebe-edv.com Admincamp 2010
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Zertifikatimport-Assistent ﬂﬂﬂ

Kenmeort

Der private Schiiissel wurde mit einem Kennwort geschiitzt, um die Sicherheit zu
gewahrleisten,

Geben Sie das Kennwart fiir den privaten Schitissel ein.

Kennwart:

[ Hohe Sicherheit fiir den privaten Schiiissel aktivieren. Wenn Sie diese Option
aktivieren, werden Sie immer dann, wenn der private Schiissel von einer
Anwendung verwendet wird, zur Kennworteingabe aufgefordert.

spateren Zeitpunkt sichern bzw, dberfithren,

§d1lﬂssel als exportierbar markieren, Dadurch kinnen Sie Thre Schiiszel zu einem;

Alle erweiterten Eigenschaften mit einbeziehen.

Weitere Informationen dber das Sichern privater Schliisse|

[ < Zuriick ][ Weiter = ] [Abbremen

Dann das Zertifikat auswahlen — erweitert

-
Erweiterte Optionen M

Fertifikatzwedk

Wahlen Sie mindestens einen Zweck, der als "Erweiterter
Zweck” aufgefiihrt werden soll.

Zertifikatzwedke:

.

Clientauthentifizierung [N
Codesignatur

Sichere E-Mail

Zeitstempel

[7] Mirrasaft-Vertranenslistensionahir

Exportformat

Wahlen Sie das standardmafige "Drag und Drop™Exportformat fir
das Fiehen eines Zertifikats in einen Dateiordner,

Exportformat: | DER-codiertes bindres ¥, 509 (*.CER) v]

Alle Zertifikate im Zertifizierungspfad einbeziehen

[ OK ] [ Abbrechen ]

e
Clientauthentifizierung auswahlen und Sichere-email

Dann wieder exportieren.
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Zertifikatexport-Assistent Eﬂ

Privaten Schlissel exportieren
Sie kinnen den privaten Schlissel mit dem Zertifikat exportieren.

Private Schiissel sind kennwortgeschiitzt, Wenn Sie den privaten Schiiissel mit dem
ausgewahlten Zertifikat exportieren michten, missen Sie auf einer der folgenden
Seiten ein Kennwort eingeben.

Machten Sie mit dem Zertifikat auch den privaten Schliissel exportieren?

@ Ja, privaten Schliissel exportieren;

) Mein, privaten Schliissel nicht exportieren

Weitere Informationen (ber das Exportieren privater Schiiissel

< Zurlick ][ Weiter = ] [Abbredﬂen

Wichtig: privaten Schlissel exportieren!
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Zertifikatexport-Assistent ' -
Format der zu exportierenden Datei
Zertifikate kinnen in verschiedenen Dateiformaten exportiert werden, I

Wahlen Sie das gewiinschte Format:
DER.-codiert-binar X.509 (.CER)
Base-64-codiert ¥, 509 (.CER)
Syntaxstandard kryptografischer Meldungen - "PKCS £7"-Zertifikate (,P7E)
Wenn maglich, alle Zertifikate im Zertifizierungspfad einbeziehen
(@) Privater Informationsaustausch - PKCS £12 (PFX)
Wenn maglich, alle Zertifikate im Zertifizierungspfad einbeziehen
[ Privaten Schitzsel nach erfolgreichem Export ldschen

[¥]ille erweiterten Eigenschaften exportieren:

Microsoft Serieller Zertifikatspeicher (L55T)

Weitere Informationen Gber Zertifikatdateiformate

< Zurlick ][ Weiter = ] [Abbredﬂen

5) Optional: Nun kann der Key in den Notes Client importiert werden
File — Security — User Security

User Security E E

Certificates in your ID file

o= y = Your certificates provide a secure way to identify you to Notes and other programs. Your 1D may contain
€ © Your Identity certificates used to secure Notes communications as well as certficates used with the Intemet.

Your Names

IYour Maotes Cerfficates ;I May be used to login to Motes, to access Notes databases, and to exchange
secure mail with other Notes users.

Your Smartcard

8 © Identity of Others Type | lssued To & | lssued By & | Gk Cemiificnies.. v|
& ¥ What Others Do R Bemhard Kolb/ebe febe

R Bemhard Kolb/ebe Jebe | Renew.. |
& [ Notes Data
E Mail | Other Actions... 'l

— Selected item

lssuedto  Bemhard Kolb/ebe

lssued by  jebe

Activated  21.02.2010 Type Motes intemational encryption

Expires 22022012 Keyidentifier ~ 1ETPT T4D31 6R7E] TU2U5 UBRZF U34F1

| Advanced Details... |

0K | | Close
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Get Certificates...Import Internet Certificate

Expires 23.08.2012

Advanced Details. ..

Type | lssued To = lssued By
Admincamp Admincamp
Selected item:
lssued to bemhard . Kolb@ebe-edv.com {Email) bemhard. Kolb@ebe-edv oo
lssued by  Admincamp (Email)
Activated  23.08.2010 Type Irtemet multipumpose

Fingerprint ~ D95F CF10 C940 5AS2 2396 594E 2208 7882

There is a private key comesponding to this cerificate.

| AcceptAl || Cancel |f3,

Accept all -> ibernimmt das Zertifikat in die Notes ID

Bernhard.Kolb@ebe-edv.com
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6) Tadaa —fertig! Nun kann man Mails an Internetuser signieren

Delivery Options IE' IE

Basic | Advanced ]
Delivery Oplions | Cancel |

Importance: |NDFmEI| j [ Return receipt
Delivery report: |Gr1|:.-' on failure j [ Prevent copying
Delivery priority: |NDFFI‘1EI| j [ Auto spellcheck

[ Mark Subject Confidential

[ Do not notify me if recipient(s) are running Cut of Office

[ Do notexpand personal groups

Security Options Mood Stamp
v Sign: Mormal j
[ Encrypt

[ Save these security options as the default

Dadurch wird der eigene public Key mitgesendet — der Empfanger muR das Zertifikat
akzeptieren und den Absender ins AdreRbuch aufnehmen. Damit kénnen dann
verschliisselte Nachrichten tiber SMTP ausgetauscht werden!

7) Umgekehrt mufR man im Notes Client den Absender einer unterzeichneten email ins
lokale AdreBbuch aufnehmen um seinen public Key zu speichern!

- Issue Cross Certificate IE IE

Certffier.. Bemhard Kolb/ebe
Server... Local

Subject name [EMAIL=bemhard@bkolbat/CN=Bemhard Kolb/O=EE « |

Subject alfemate names

Fingerprirt |H'EI'2E ASEF ABCS 7340 A793 EE71 6BF4 7655

Expiration date |24.DE.2D2D 18:51:27

Cross certify Cancel
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Bazics
Title: T - Cancel
First name: |B-err1hard |
Middle name: | |
Last name: |Ko|b |
Suffix: I j

Advanced
Mail system: 4 ILcl-tus Motes j
Routing domain(s): | |
E-mail address:  [Bernhard Kolblebe |

¥ Include X509 cerificates when encountered &)

Wichtig: include X.509 certificates!
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